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Chat with us on Gitter

Download the latest release build and unzip on an edge node.
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https://github.com/Hurence/logisland/releases
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CHAPTER 1

Contents:

1.1 User Documentation

Contents:

1.1.1 Components

Contents:

Engines Documentation

Contents:

Engine-spark

Find below the list.

ConsoleStructuredStreamProviderService

Provide a ways to print output in console in a StructuredStream streams

Class

com.hurence.logisland.stream.spark.structured.provider.ConsoleStructuredStreamProviderService
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Tags

None.

Properties

This component has no required or optional properties.

Extra informations

No additional information is provided

DummyRecordStream

No description provided.

Class

com.hurence.logisland.stream.spark. DummyRecordStream

Tags

None.

Properties

This component has no required or optional properties.

Extra informations

No additional information is provided

KafkaConnectBaseProviderService

No description provided.

Class

com.hurence.logisland.stream.spark.provider.KatkaConnectBaseProviderService

4 Chapter 1. Contents:
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Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 5
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Table 1: allowable-values

Name Description

Allowable Values

Default
Value

Sensi

i

nector to use.

kc.connector.cldbe class canonical name of the kafka con-

null

false

false

tor.

kc.connector.prdfertpeeperties (key=value) for the connec-

false

false

kc.data.key.coni€eytewnverter class

null

false

false

kc.data. key.conketecpnopettiegroperties

false

false

kc.data.value.cvnhmrtemverter class

null

false

false

kc.data.value.coviahrtecqropktetiguoperties

false

false

kc.worker.taskdaraxumber of threads for this connector

1

false

false

ke.partitions.maxlax number of partitions for this connector.

null

false

false

kc.connector.offEhehandenlyistgrbacking store to be used.

memory (Stan-
dalone in memory
offset backing
store. Not suitable
for clustered de-
ployments  unless
source is unique
or stateless), file
(Standalone filesys-
tem based offset
backing store. You
have to specify
the property off-

set.storage.file.filenanie

for the file path.Not
suitable for clus-
tered deployments
unless source is
unique or stan-
dalone), kafka
(Distributed kafka
topic based offset
backing store. See
the javadoc of class

org.apache.kafka.conf

for the configura-
tion  options.This
backing store is
well  suited for
distributed deploy-
ments.)

memory

false

nect.storage.KafkaOffse

false

tBackin

store

kc.connector.ofRetjpertleangstommfimpertiks offset backing

false

false

Extra informations

No additional information is provided

Chapter 1. Contents:

gStore
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KafkaConnectStructuredSinkProviderService

No description provided.

Class

com.hurence.logisland.stream.spark.provider.KatkaConnectStructuredSinkProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 7
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Table 2: allowable-values

Name Description

Allowable Values

Default
Value

Sensi

i

nector to use.

kc.connector.cldbe class canonical name of the kafka con-

null

false

false

tor.

kc.connector.prdfertpeeperties (key=value) for the connec-

false

false

kc.data.key.coni€eytewnverter class

null

false

false

kc.data. key.conketecpnopettiegroperties

false

false

kc.data.value.cvnhmrtemverter class

null

false

false

kc.data.value.coviahrtecqropktetiguoperties

false

false

kc.worker.taskdaraxumber of threads for this connector

1

false

false

ke.partitions.maxlax number of partitions for this connector.

null

false

false

kc.connector.offEhehandenlyistgrbacking store to be used.

memory (Stan-
dalone in memory
offset backing
store. Not suitable
for clustered de-
ployments  unless
source is unique
or stateless), file
(Standalone filesys-
tem based offset
backing store. You
have to specify
the property off-

set.storage.file.filenanie

for the file path.Not
suitable for clus-
tered deployments
unless source is
unique or stan-
dalone), kafka
(Distributed kafka
topic based offset
backing store. See
the javadoc of class

org.apache.kafka.conf

for the configura-
tion  options.This
backing store is
well  suited for
distributed deploy-
ments.)

memory

false

nect.storage.KafkaOffse

false

tBackin

store

kc.connector.ofRetjpertleangstommfimpertiks offset backing

false

false

Extra informations

No additional information is provided

Chapter 1. Contents:

gStore
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KafkaConnectStructuredSourceProviderService

No description provided.

Class

com.hurence.logisland.stream.spark.provider.KatkaConnectStructuredSourceProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 9
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Table 3: allowable-values

Name Description

Allowable Values

Default
Value

Sensi

i

nector to use.

kc.connector.cldbe class canonical name of the kafka con-

null

false

false

tor.

kc.connector.prdfertpeeperties (key=value) for the connec-

false

false

kc.data.key.coni€eytewnverter class

null

false

false

kc.data. key.conketecpnopettiegroperties

false

false

kc.data.value.cvnhmrtemverter class

null

false

false

kc.data.value.coviahrtecqropktetiguoperties

false

false

kc.worker.taskdaraxumber of threads for this connector

1

false

false

ke.partitions.maxlax number of partitions for this connector.

null

false

false

kc.connector.offEhehandenlyistgrbacking store to be used.

memory (Stan-
dalone in memory
offset backing
store. Not suitable
for clustered de-
ployments  unless
source is unique
or stateless), file
(Standalone filesys-
tem based offset
backing store. You
have to specify
the property off-

set.storage.file.filenanie

for the file path.Not
suitable for clus-
tered deployments
unless source is
unique or stan-
dalone), kafka
(Distributed kafka
topic based offset
backing store. See
the javadoc of class

org.apache.kafka.conf

for the configura-
tion  options.This
backing store is
well  suited for
distributed deploy-
ments.)

memory

false

nect.storage.KafkaOffse

false

tBackin

store

kc.connector.ofRetjpertleangstommfimpertiks offset backing

false

false

Extra informations

No additional information is provided

10
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KafkaRecordStreamDebugger

No description provided.

Class

com.hurence.logisland.stream.spark.KafkaRecordStreamDebugger

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 11
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Table 4: allowable-values

Name Description Allowable Values Default Sensitiel
Value
kafka.error.tppfiess the error topics Kafka topic name _errors false | false
kafka.input.tojfiess the input Kafka topic name _raw false | false
kafka.outputit@iesthe output Kafka topic name _records false | false
avro.input.schetli®e avro schema definition null false | false
avro.output.sch¢heaavro schema definition for the output se- null false | false
rialization
kafka.input.topibiosBieatidption Provided. com.hurence.logisland. semalimee Koy dhgadtanzt fatselizer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes)
kafka.output.tpp¥es Besiatipeion Provided. com.hurence.logisland. semalizee Koy dhgaitanzt fatselizer. KryoSerializer

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislang
(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logislang
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events as
string), none (send
events as bytes)

i.serializer.JsonSerializ

.serializer.ExtendedJsq

l.serializer.Avrq

l.serializer.BytesArrayS

l.serializer.Strin

er

Serializer

erialize

gSerializer

nSeriali

zer

kafka.error.toj

ridss®exergption Provided.

com.hurence.logislan
(serialize events
as binary blocs),

T cemhale Ko S

bfatsali

ver.JsonSerializer

12

1 1 L | L ¥
bUlIl.llUlClle.lUglbldﬂﬁ.bClldlILCl.JbUll

(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as

ClidliL

Chapter|1. Co

.serializer.ExtendedJsg

CT
htents:

nSeriali

Zer
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Extra informations

No additional information is provided

KafkaRecordStreamHDFSBurner

No description provided.

Class

com.hurence.logisland.stream.spark.KafkaRecordStreamHDFSBurner

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 13
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Table 5: allowable-values

Name Description Allowable Values Default Sensitiel
Value
kafka.error.tppfiess the error topics Kafka topic name _errors false | false
kafka.input.tojfiess the input Kafka topic name _raw false | false
kafka.outputit@iesthe output Kafka topic name _records false | false
avro.input.schetli®e avro schema definition null false | false
avro.output.sch¢heaavro schema definition for the output se- null false | false
rialization
kafka.input.topibiosBieatidption Provided. com.hurence.logisland. semalimee Koy dhgadtanzt fatselizer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes)
kafka.output.tpp¥es Besiatipeion Provided. com.hurence.logisland. semalizee Koy dhgaitanzt fatselizer. KryoSerializer

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislang
(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logislang
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events as
string), none (send
events as bytes)

i.serializer.JsonSerializ

.serializer.ExtendedJsq

l.serializer.Avrq

l.serializer.BytesArrayS

l.serializer.Strin

er

Serializer

erialize

gSerializer

nSeriali

zer

kafka.error.toj

ridss®exergption Provided.

com.hurence.logislan
(serialize events
as binary blocs),

T cemhale Ko S

bfatsali

ver.JsonSerializer

14
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Extra informations

No additional information is provided

KafkaRecordStreamParallelProcessing

No description provided.

Class

com.hurence.logisland.stream.spark.KafkaRecordStreamParallelProcessing

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 15
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Table 6: allowable-values

Name Description Allowable Values Default Sensitiel
Value
kafka.error.tppfiess the error topics Kafka topic name _errors false | false
kafka.input.tojfiess the input Kafka topic name _raw false | false
kafka.outputit@iesthe output Kafka topic name _records false | false
avro.input.schetli®e avro schema definition null false | false
avro.output.sch¢heaavro schema definition for the output se- null false | false
rialization
kafka.input.topibiosBieatidption Provided. com.hurence.logisland. semalimee Koy dhgadtanzt fatselizer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes)
kafka.output.tpp¥es Besiatipeion Provided. com.hurence.logisland. semalizee Koy dhgaitanzt fatselizer. KryoSerializer

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislang
(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logislang
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events as
string), none (send
events as bytes)

i.serializer.JsonSerializ

.serializer.ExtendedJsq

l.serializer.Avrq

l.serializer.BytesArrayS

l.serializer.Strin

er

Serializer

erialize

gSerializer

nSeriali

zer

kafka.error.toj

ridss®exergption Provided.

com.hurence.logislan
(serialize events
as binary blocs),

T cemhale Ko S

bfatsali

ver.JsonSerializer

16
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(serialize events
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com.hurence.logislan
(serialize events as
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.serializer.ExtendedJsg
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nSeriali
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Extra informations

No additional information is provided

KafkaRecordStreamSQLAggregator

This is a stream capable of SQL query interpretations.

Class

com.hurence.logisland.stream.spark.KafkaRecordStreamSQLAggregator

Tags

stream, SQL, query, record

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation 17
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Table 7: allowable-values

Name Description Allowable Values Default Sensitiel
Value
kafka.error.tppfiess the error topics Kafka topic name _errors false | false
kafka.input.tojfiess the input Kafka topic name _raw false | false
kafka.outputit@iesthe output Kafka topic name _records false | false
avro.input.schetli®e avro schema definition null false | false
avro.output.sch¢heaavro schema definition for the output se- null false | false
rialization
kafka.input.topibiosBieatidption Provided. com.hurence.logisland. semalimee Koy dhgadtanzt fatselizer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes)
kafka.output.tpp¥es Besiatipeion Provided. com.hurence.logisland. semalizee Koy dhgaitanzt fatselizer. KryoSerializer

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislang
(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logislang
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events as
string), none (send
events as bytes)

i.serializer.JsonSerializ

.serializer.ExtendedJsq

l.serializer.Avrq

l.serializer.BytesArrayS

l.serializer.Strin

er

Serializer

erialize

gSerializer

nSeriali

zer

kafka.error.toj

ridss®exergption Provided.

com.hurence.logislan
(serialize events
as binary blocs),

T cemhale Ko S

bfatsali

ver.JsonSerializer

18
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Extra informations

No additional information is provided

KafkaStreamProcessingEngine

No description provided.

Class

com.hurence.logisland.engine.spark.KafkaStreamProcessingEngine

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 8: allowable-values

Name Description Allowable Values Default Sensitiel
Value
spark.app.naniBha application name logisland false | false
spark.master] The url to Spark Master local[2] false | false
spark.monitoringhdripertfortexposing monitoring metrics null false | false
spark.yarn.depld@he yarn deploy mode null false | false
mode
spark.yarn.queu€he name of the YARN queue default false | false
spark.driver.meffiloeymemory size for Spark driver 512m false | false
spark.executor.nitimargmory size for Spark executors 1g false | false
spark.driver.cordhe number of cores for Spark driver 4 false | false
spark.executor.cBnesnumber of cores for Spark driver 1 false | false
spark.executor.itktameamber of instances for Spark app null false | false
spark.serializgr Class to use for serializing objects that will org.apache.sparkaberidlifas&ryoSerializer
be sent over the network or need to be
cached in serialized form
spark.streaminglbieckdhtervahich data received by Spark 350 false | false
Streaming receivers is chunked into blocks
of data before storing them in Spark. Mini-
mum recommended - 50 ms
spark.streamingMafimmaxiateRandxtitiofirecords per sec- 5000 false | false
ond) at which data will be read from each
Kafka partition
spark.streamin§dbtehflptiatidirovided. 2000 false | false

Continued on next page

1.1. User Documentation
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Table 8 — continued from previous page

Name Description Allowable Values Default Sensitiel
Value
spark.streamingHaskmabber¢len8pledk Streaming to control false false | false

the receiving rate based on the current batch
scheduling delays and processing times so
that the system receives only as fast as the
system can process.
spark.streamingHorperd®dDDs generated and persisted by false false | false
Spark Streaming to be automatically unper-
sisted from Spark’s memory. The raw input
data received by Spark Streaming is also au-
tomatically cleared. Setting this to false will
allow the raw data and persisted RDDs to be
accessible outside the streaming application
as they will not be cleared automatically.
But it comes at the cost of higher memory
usage in Spark.

spark.ui.port | No Description Provided. 4050 false | false
spark.streamingNimdestription Provided. -1 false | false
spark.streamingMafimmuxRetriesimber of records per sec- 3 false | false
ond) at which data will be read from each
Kafka partition
spark.streamingHiowetameydBatches the Spark Streaming Ul 200 false | false
and status APIs remember before garbage
collecting.
spark.streaminghinableewwitetehbeddogg. tonbbeeivers. All false false | false

the input data received through receivers
will be saved to write ahead logs that will
allow it to be recovered after driver failures.
spark.yarn.max Bppad\terSpesk driver and Application Mas- 4 false | false
ter share a single JVM, any error in Spark
driver stops our long-running job. For-
tunately it is possible to configure max-
imum number of attempts that will be
made to re-run the application. It is rea-
sonable to set higher value than default
2 (derived from YARN cluster property
yarn.resourcemanager.am.max-attempts). 4
works quite well, higher value may cause
unnecessary restarts even if the reason of the
failure is permanent.
spark.yarn.am.alfethptEpplicet\adidityinfervalys or weeks 1h false | false
without restart or redeployment on highly
utilized cluster, 4 attempts could be ex-
hausted in few hours. To avoid this situa-
tion, the attempt counter should be reset on
every hour of so.

Continued on next page
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Table 8 — continued from previous page

Name

Description

Allowable Values

Default
Value

Sensi

i

spark.yarn.max @xeaxtonfiai lmuesber of executor failures be-

fore the application fails. By default it is
max(2 * num executors, 3), well suited for
batch jobs but not for long-running jobs.
The property comes with corresponding va-
lidity interval which also should be set.8 *
num_executors

20

false

false

spark.yarn.execlff thtaibpeliMatichtyInterfat days or weeks

without restart or redeployment on highly
utilized cluster, x attempts could be ex-
hausted in few hours. To avoid this situa-
tion, the attempt counter should be reset on
every hour of so.

1h

false

false

spark.task.ma

x Féoluleng-running jobs you could also con-
sider to boost maximum number of task fail-
ures before giving up the job. By default
tasks will be retried 4 times and then job
fails.

false

false

spark.memory.fexgtiesses the size of M as a fraction of the

(JVM heap space - 300MB) (default 0.75).
The rest of the space (25%) is reserved for
user data structures, internal metadata in
Spark, and safeguarding against OOM er-
rors in the case of sparse and unusually large
records.

0.6

false

false

spark.memory.stapgskeadhiensize of R as a fraction of M

(default 0.5). R is the storage space within
M where cached blocks immune to being
evicted by execution.

0.5

false

false

spark.schedul

er’ibedecheduling mode between jobs submit-
ted to the same SparkContext. Can be set to
FAIR to use fair sharing instead of queueing
jobs one after another. Useful for multi-user
services.

FAIR (fair sharing),
FIFO (queueing
jobs  one  after
another)

FAIR

false

false

spark.properti|

eddiaipath —properties-file option while sub-
mitting spark job

null

false

false

java.library.pathiThe java library path to use with mesos.

null

false

false

spark.cores.m|

ax'he maximum number of total executor
core with mesos.

null

false

false

Extra informations

No additional information is provided

KafkaStructu

redStreamProviderService

Provide a ways to use kafka as input or output in StructuredStream streams

1.1. User Documentation
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Class

com.hurence.logisland.stream.spark.structured.provider.KatkaStructuredStreamProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

22 Chapter 1. Contents:
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Table 9: allowable-values

Name Description Allowable Values Default Sensitiel
Value
kafka.error.tppfiess the error topics Kafka topic name _errors false | false
kafka.input.tojfiess the input Kafka topic name _raw false | false
kafka.outputit@iesthe output Kafka topic name _records false | false
avro.input.schetli®e avro schema definition null false | false
avro.output.sch¢heaavro schema definition for the output se- null false | false
rialization
kafka.input.topibiosBieatidption Provided. com.hurence.logisland. semalimee Koy dhgadtanzt fatselizer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes)
kafka.output.tpp¥es Besiatipeion Provided. com.hurence.logisland. semalizee Koy dhgaitanzt fatselizer. KryoSerializer

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),

i.serializer.JsonSerializ

er

com.hurence.logisland.serializer.ExtendedJsgnSerializer

(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logisland.serializer. AvrgSerializer

(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events as
string), none (send
events as bytes)

l.serializer.BytesArraySerialize]

l.serializer.StringSerializer

kafka.error.toj

ridss®exergption Provided.

com.hurence.logislan
(serialize events
as binary blocs),

T cemhale Ko S

bfatsali

ver.JsonSerializer

1.1. User Do

cumentation
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(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as

CT
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Extra informations

No additional information is provided

LocalFileStructuredStreamProviderService

Provide a way to read a local file as input in StructuredStream streams

Class

com.hurence.logisland.stream.spark.structured.provider.LocalFileStructuredStreamProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 10: allowable-values

Name Description Allowable Values Default Sensitive
Value
local.input.pathhe location of the directory of files to be null false | false

loaded. All files inside the directory will be
taked as input

max.files.per.tfrigger maximum number of new files null false | false

to be considered in every trig-
ger (default: no max)

latest.first whether to processs the latest new files first, null false | false
useful when there is a large backlog of files
(default: false)

filename.only| whether to check new files based on only the null false | false
filename instead of on the full path (default:
false). With this set to frue, the follow-
ing files would be considered as the same
file, because their filenames, “dataset.txt”,
are the same:

“file:///dataset.txt”

“s3://a/dataset.txt”

“s3n://a/b/dataset.txt”
“s3a://a/b/c/dataset.txt”
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Extra informations

No additional information is provided

MQTTStructuredStreamProviderService

Provide a ways to use Mqtt a input or output in StructuredStream streams

Class

com.hurence.logisland.stream.spark.structured.provider. MQTTStructuredStreamProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 11: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

mgqtt.broker.ur

1 brokerUrl A url MqttClient connects to. Set
this or path as the url of the Mqtt Server. e.g.
tep://localhost: 1883

tep:
/Nlocalhost:
1883

false

false

mgqtt.clean.ses

sicleanSession Setting it true starts a clean
session, removes all checkpointed messages
by a previous run of this source. This is set
to false by default.

true

false

false

mgqtt.client.id

clientID this client is associated. Provide the
same value to recover a stopped client.

null

false

false

mgqtt.connecti

prconmectionTimeout  Sets the connection
timeout, a value of 0 is interpreted as wait
until client connects. See MqttConnectOp-
tions.setConnectionTimeout for more infor-
mation

5000

false

false

mgqtt.keep.aliv

ekeepAlive Same as MqttConnectOp-
tions.setKeepAlivelnterval.

5000

false

false

mgqtt.passworg

1 password Sets the password to use for the
connection

null

false

false

mgqtt.persisten|

ceersistence By default it is used for storing
incoming messages on disk. If memory is
provided as value for this option, then re-
covery on restart is not supported.

memory

false

false

mgqtt.version

mgqttVersion Same as MgqttConnectOp-
tions.setMqttVersion

5000

false

false

mgqtt.usernam

username Sets the user name to
use for the connection to Mqtt
Server. Do not set it, if server
does not need this. Setting it
empty will lead to errors.

null

false

false

mgqtt.qos

QoS The maximum quality
of service to subscribe each
topic at.Messages published at
a lower quality of service will
be received at the published
QoS.Messages published at a
higher quality of service will be
received using the QoS speci-
fied on the subscribe

false

false

mgqtt.topic

Topic MqttClient subscribes to.

null

false

false

Extra informations

No additional information is provided
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RateStructuredStreamProviderService

Generates data at the specified number of rows per second, each output row contains a timestamp and value. Where
timestamp is a Timestamp type containing the time of message dispatch, and value is of Long type containing the
message count, starting from O as the first row. This source is intended for testing and benchmarking. Used in
StructuredStream streams.

Class

com.hurence.logisland.stream.spark.structured.provider.RateStructuredStreamProviderService

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 12: allowable-values

Name

Description

Allowable Values

Default
Value

Sensitive

local.file.input.gmthocation of the file to be loaded

null

false

false

local.file.outppitthatlocation of the file to be writen

null

false

false

has.csv.header

Is this a csv file with the first line as a header

true

false

false

csv.delimiter

the delimiter

s

false

false

Extra informa

tions

No additional information is provided

RemoteApiStreamProcessingEngine

No description provided.

Class

com.hurence.logisland.engine.spark.Remote ApiStreamProcessingEngine

Tags

None.

1.1. User Documentation
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 13: allowable-values

Name Description Allowable Values Default Sensitie
Value

spark.app.nanifha application name logisland false | false
spark.master] The url to Spark Master local[2] false | false
spark.monitoringhtripertfort exposing monitoring metrics null false | false
spark.yarn.depldihe yarn deploy mode null false | false
mode
spark.yarn.queu€he name of the YARN queue default false | false
spark.driver.meffloeymemory size for Spark driver 512m false | false
spark.executor.nibmargmory size for Spark executors 1g false | false
spark.driver.cordhe number of cores for Spark driver 4 false | false
spark.executor.cBnesnumber of cores for Spark driver 1 false | false
spark.executot.ififtameamber of instances for Spark app null false | false
spark.serializer Class to use for serializing objects that will org.apache.sparkaberidlitasKryoSerializer

be sent over the network or need to be

cached in serialized form
spark.streaminglbteckdntetrvahich data received by Spark 350 false | false

Streaming receivers is chunked into blocks

of data before storing them in Spark. Mini-

mum recommended - 50 ms
spark.streamingMafimmaxiatefPendrtitiofirecords per sec- 5000 false | false

ond) at which data will be read from each

Kafka partition
spark.streamingdhehBiptiatidirovided. 2000 false | false
spark.streamingTHuskgmabbes ¢lenSpledk Streaming to control false false | false

the receiving rate based on the current batch

scheduling delays and processing times so

that the system receives only as fast as the

system can process.
spark.streamingharperdPDs generated and persisted by false false | false

Spark Streaming to be automatically unper-

sisted from Spark’s memory. The raw input

data received by Spark Streaming is also au-

tomatically cleared. Setting this to false will

allow the raw data and persisted RDDs to be

accessible outside the streaming application

as they will not be cleared automatically.

But it comes at the cost of higher memory

usage in Spark.
spark.ui.port | No Description Provided. 4050 false | false
spark.streamingNmdentription Provided. -1 false | false
spark.streamingMafimmaxRetriesimber of records per sec- 3 false | false

ond) at which data will be read from each
Kafka partition

Continued on next page
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Table 13 — continued from previous page

Name

Description

Allowable Values

Default
Value

Sensi

i

spark.streamingHiomeraared Batches the Spark Streaming Ul

and status APIs remember before garbage
collecting.

200

false

false

spark.streaminghinabieewvitet@hhad dbgg.tonbteeivers. All

the input data received through receivers
will be saved to write ahead logs that will
allow it to be recovered after driver failures.

false

false

false

spark.yarn.ma

x Bppauterfiptak driver and Application Mas-
ter share a single JVM, any error in Spark
driver stops our long-running job. For-
tunately it is possible to configure max-
imum number of attempts that will be
made to re-run the application. It is rea-
sonable to set higher value than default
2 (derived from YARN cluster property
yarn.resourcemanager.am.max-attempts). 4
works quite well, higher value may cause
unnecessary restarts even if the reason of the
failure is permanent.

false

false

spark.yarn.am

.alfethptBpplicesMadiditginfervalys or weeks
without restart or redeployment on highly
utilized cluster, 4 attempts could be ex-
hausted in few hours. To avoid this situa-
tion, the attempt counter should be reset on
every hour of so.

1h

false

false

spark.yarn.ma

x 2xeaxtondailmuesber of executor failures be-
fore the application fails. By default it is
max(2 * num executors, 3), well suited for
batch jobs but not for long-running jobs.
The property comes with corresponding va-
lidity interval which also should be set.8 *
num_executors

20

false

false

spark.yarn.exq

clif cthfaityppelsdatfichtyinterfat days or weeks
without restart or redeployment on highly
utilized cluster, x attempts could be ex-
hausted in few hours. To avoid this situa-
tion, the attempt counter should be reset on
every hour of so.

1h

false

false

spark.task.ma

x Féoluteng-running jobs you could also con-
sider to boost maximum number of task fail-
ures before giving up the job. By default
tasks will be retried 4 times and then job
fails.

false

false

spark.memory

fexqtresses the size of M as a fraction of the
(JVM heap space - 300MB) (default 0.75).
The rest of the space (25%) is reserved for
user data structures, internal metadata in
Spark, and safeguarding against OOM er-
rors in the case of sparse and unusually large
records.

0.6

false

false

Continued on next page
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Table 13 — continued from previous page

Name Description Allowable Values Default Sensitiel
Value

spark.memory.stapgskeadtiensize of R as a fraction of M 0.5 false | false
(default 0.5). R is the storage space within
M where cached blocks immune to being
evicted by execution.

spark.schedulerfibedscheduling mode between jobs submit- | FAIR (fair sharing), | FAIR false | false
ted to the same SparkContext. Can be set to | FIFO (queueing
FAIR to use fair sharing instead of queueing | jobs one  after
jobs one after another. Useful for multi-user | another)
services.

spark.propertiedfileupath —properties-file option while sub- null false | false
mitting spark job

java.library.pathiThe java library path to use with mesos. null false | false

spark.cores.mpXxl'he maximum number of total executor null false | false
core with mesos.

remote.api.basélirlbase URL of the remote server provid- null false | false
ing logisland configuration

remote.api.pollRegacateapi polling rate in milliseconds null false | false

remote.api.pusRamatete api configuration push rate in mil- null false | false
liseconds

remote.api.timeBgtsiotmapctconnection timeout in millisec- 10000 false | false
onds

remote.api.authTikerbasic authentication user for the remote null false | false
api endpoint.

remote.api.auth’Phassbasid authentication password for the null false | false
remote api endpoint.

remote.api.timeBetnotelagti default read/write socket time- 10000 false | false
out in milliseconds

Extra informations

No additional information is provided

StructuredStream

No description provided.

Class

com.hurence.logisland.stream.spark.structured.StructuredStream

Tags

None.
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 14: allowable-values

(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as
json blocs  sup-

porting nested
objects/arrays),
com.hurence.logislan
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),

com.hurence.logislan
(serialize events as
string), none (send
events as bytes),
com.hurence.logislan
(serialize events as
Kura protocol
buffer)

l.serializer.Json

.serializer.Exte]

.serializer. Avrq

l.serializer.Byte|

.serializer.Strin

il.serializer.Kurg

Name Description Allowable Values Default Sensitiel
Value
read.stream.setlvéceqpoviiderservice that gives connection null false | false
information
read.topics.serihlimerializer to use com.hurence.logisland. semalizer. KryoStafisdizefalse

Serializer

Serializer

gSerializer

ProtobufSeriali

sArraySerializer

ndedJsonSerializer

zer

read.topics.keyReribtizerrializer to use

com.hurence.logislan
(serialize events
as binary blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as
json blocs  sup-
porting nested
objects/arrays),

com.hurence.logislan
(serialize events
as avro blocs),
com.hurence.logislan
(serialize events
as byte arrays),
com.hurence.logislan
(serialize events
as Kura pro-
tocol buffer),

1. semelizer. Kryd

l.serializer.Json

l.serializer.Exte]

i.serializer. Avrq

l.serializer.Byte|

.serializer.Kurg

Stadisdizerfalse

Serializer

ndedJsg

Serializer

ProtobufSeriali

sArraySerializer

nSerializer

zer

write.topics.srniaiismﬁalizer to use

(serialize events

com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events-as-bytes)
Sevrite.stream/seheiceprotiicteservice that gives connection null Chapter|Tg; (ontents:
information
com.hurence.logisland. semalizer. KryoStadisdizefalse
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Extra informations

No additional information is provided

Engine-vanilla

Find below the list.

AmgpClientPipelineStream

No description provided.

Class

com.hurence.logisland.engine.vanilla.stream.amqp.AmqpClientPipelineStream

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 15: allowable-values

Name Description Allowable Values Default Sensitiel
Value
connection.hos€onnection host name null false | false
connection.portConnection port 5672 false | false
link.credits | Flow control. How many credits for this 1024 false | false
links. Higher means higher prefetch (pre-
buffered number of messages
connection.auth@senection authenticated user name null false | false
connection.auth(pasmectiidn authenticated password null false | false
connection.authGsoeedtion TLS public certificate (PEM file null false | false
path)
connection.authGhalegtion TLS private key (PEM file path) null false | false
connection.authCamsattion TLS CA cert (PEM file path) null false | false
read.topic The input path for any topic to be read from false | false
read.topic.seridlirererializer to use com.hurence.logisland. sealizer. Bson Stafisdizefalse
(serialize events
as bson),
com.hurence.logisland.serializer.KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsonSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. BytesArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes),
com.hurence.logisland.serializer.KurdProtobufSerializer
(serialize events as
Kura protocol
buffer)
avro.input.scheffthe avro schema definition null false | false
write.topic | The input path for any topic to be written to false | false
write.topic.seriflizerrializer to use com.hurence.logisland. sealizer. Bson Stafisdizefalse
(serialize events
as bson),
com.hurence.logisland.serializer. KryoSerializer
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
34 com..hl'lrence.loglslan 1.ser1a&f_lear.6f(ethr]ﬁecesoo1 eerg %lgzer
(serialize events as
json  blocs  sup-
porting nested
obiects/arravs).
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Extra informations

No additional information is provided

KafkaStreamsPipelineStream

No description provided.

Class

com.hurence.logisland.engine.vanilla.stream.kafka.KafkaStreamsPipelineStream

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.

1.1. User Documentation
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Table 16: allowable-values

Name Description Allowable Values Default Sensitiel
Value
bootstrap.senvdist of kafka nodes to connect to null false | false
read.topics | The input path for any topic to be read from false | false
avro.input.scheflihe avro schema definition null false | false
avro.output.schéthe avro schema definition for the output null false | false
serialization
kafka.manual joféhatd¢eeo when there is no initial offset in | latest (the offset to | earliest false | false
Kafka or if the current offset does not exist | the latest offset),
any more on the server (e.g. because that | earliest (the offset to
data has been deleted): the earliest offset),
earliest: automatically reset the offset to the | none (the latest
earliest offset saved offset)
latest: automatically reset the offset to the
latest offset
none: throw exception to the consumer if no
previous offset is found for the consumer’s
group
anything else: throw exception to the con-
sumer.
read.topics.serihlizeerializer to use com.hurence.logisland.sealizer. KryoStafisdizefalse
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsgnSerializer
(serialize events as
json blocs  sup-
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events
as avro blocs),
com.hurence.logisland.serializer. Bytes ArraySerializer
(serialize events
as byte arrays),
com.hurence.logisland.serializer.StringSerializer
(serialize events as
string), none (send
events as bytes),
com.hurence.logisland.serializer.KurdProtobufSerialiger
(serialize events as
Kura protocol
buffer)
write.topics | The input path for any topic to be written to false | false
write.topics.serfalizerializer to use com.hurence.logisland. semalizer. KryoStadisdizefalse
(serialize events
as binary blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer.ExtendedJsgnSerializer
(sertatize—events—as
36 json  blocs  sup- Chapter|1. Contents:
porting nested
objects/arrays),
com.hurence.logisland.serializer. AvrqSerializer
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Extra informations

No additional information is provided

PlaindavaEngine

No description provided.

Class

com.hurence.logisland.engine.vanilla.PlainJavaEngine

Tags

None.

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.

Table 17: allowable-values

Name Description

Allowable Values

Default
Value

Sensi

i

jvm.heap.min| Minimum memory the JVM should allocate
for its heap

null

false

false

jvm.heap.max] Maximum memory the JVM should allocate
for its heap

null

false

false

Extra informations

No additional information is provided

Common-processors

Find below the list.

Other-processors

Find below the list.

1.1. User Documentation
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ParseUserAgent

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

Module

com.hurence.logisland:logisland-processor-useragent:1.4.1

Class

com.hurence.logisland.processor.useragent.ParseUserAgent

Tags

User-Agent, clickstream, DMP

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 18: allowable-values

Name

Description

Allowable Values

Default Sensitive_

Value

debug

Enable debug.

false false | false

cache.enabled

Enable caching. Caching to avoid to redo
the same computation for many identical
User-Agent strings.

true false | false

cache.size

Set the size of the cache.

1000 false | false

useragent.fiel

dMust contain the name of the field that con-
tains the User-Agent value in the incoming
record.

null false | false

useragent.keef

p Defines if the field that contained the User-
Agent must be kept or not in the resulting
records.

true false | false

confidence.en

atfedble confidence reporting. Each field will
report a confidence attribute with a value
comprised between 0 and 10000.

false false | false

ambiguity.enablEdable ambiguity reporting.

Reports a
count of ambiguities.

false false | false

fields

Defines the fields to be returned.

DeviceClass, | false | false
Device-
Name,
Device-
Brand,
DeviceCpu,
Device-
Firmware-
Version,
DeviceV-
ersion,
Operat-
ingSys-
temClass,
Operat-
ingSys-
temName,
Operat-
ingSys-
temVersion,
Operat-
ingSystem-
NameV-
ersion,
Operat-
ingSys-
temVersion-
Build, Lay-
outEngineClass,
Lay-
outEngine-
Name, Lay-
outEngin-
eVer-

sion, Lay-

1.1. User Do

cumentation

outEngin=
eVersion-
Major, Lay-
outEngine-
NameVer-
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Extra informations

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

BulkAddElasticsearch

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.Bulk AddElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 19: allowable-values

Name Description Allowable Values Default Sensitie
Value

elasticsearch.cliémtisaraice of the Controller Service to use null false | false
for accessing Elasticsearch.

default.index| The name of the index to insert into null false | true

default.type | The type of this document (used by Elastic- null false | true
search for indexing and searching)

timebased.indedo we add a date suffix no (no date added | no false | false

to default index),
today (today’s date
added to default
index),  yesterday
(yesterday’s  date
added to default

index)
es.index.field | the name of the event field containing es in- null false | false
dex name => will override index value if set
es.type.field | the name of the event field containing es doc null false | false

type => will override type value if set
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Extra informations

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor.

ConsolidateSession

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As
an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:

LLINY3

“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-

9 <. 99

fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,
“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default”: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:
null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [*null”, “int”], “default’: null },{ “name”: “referer”, “type”: [“null”,
“string”], “default’: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”], “default”: null },{ “name”:
“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,
“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “par-
tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

9, 9, < ELIYS

},{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

LLINYS

“boolean’],’default”: null },{ “name”: ‘“userAgentString”, “type”: [“null”, “string”], “default”: null },{ “name”:

CERNNT3

“pageType”, “type”: [“null”, “string”], “default”: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

99, < CLIT3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”’], “default”’: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default’: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
},{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.ConsolidateSession
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Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 20: allowable-values

Name Description Allowable Values Default Sensitie
Value

debug Enable debug. If enabled, the original JSON null false | false
string is embedded in the record_value field
of the record.

session.timeouytsession timeout in sec 1800 false | false

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagetbatfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage ihwatifiatik of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbanfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortleeinfinld of the field containing the session sessionDuratipnfalse | false
duration => will override default value if set

eventsCounter.ahefiedthe of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tileenamodieldthe field containing the date of firstEventDateTfatee | false
the first event => will override default value
if set

lastEventDate[Tthe warnfiedf] the field containing the date of lastEventDate[Ttfalse | false
the last event => will override default value
if set

sessionlnactivityiduratienaduthfifidld containing the session sessionInactivitfddseratidalse

inactivity duration => will override default
value if set
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Extra informations

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As
an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type’”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ “name”:

LEINNT3

“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-

9 G LEIT3

fault”: null },{ “name”: “location”, “type”: [“null”, “string”’], “default”: null },{ “name”: “hitType”, “type”: [“null”,
“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default”: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:
null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [“null”, “int”’], “default”: null },{ “name”: “referer”, “type”: [“null”,
“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”], “default’: null },{ “name”:
“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,
“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “par-
tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

9, 9, < ELINT3

}{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

LEINT3

“boolean’],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default”: null },{ “name”:

CLINNT3

“pageType”, “type”: [“null”, “string”], “default’: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

99, < CLINT3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

99,

“string”’], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”’], “default’: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default’: null
}{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

DetectOutliers

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

* Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

» Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample
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» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

Module

com.hurence.logisland:logisland-processor-outlier-detection:1.4.1

Class

com.hurence.logisland.processor.DetectOutliers

Tags

analytic, outlier, record, iot, timeseries

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 21: allowable-values

Name Description Allowable Values Default Sensitiel
Value
value.field the numeric field to get the value record_value | false | false
time.field the numeric field to get the value record_time | false | false
output.record.tyghe output type of the record alert_match | false | false
rotation.policy.type by_amount, by_amount | false | false
by_time, never
rotation.poli¢y.amount 100 false | false
rotation.poli¢y.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
chunking.policy.type by_amount, by_amount | false | false
by_time, never
chunking.policy.amount 100 false | false
chunking.policy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
sketchy.outlier.algorithm SKETCHY_MOVING SMEDCHY_M@MING {MskD
batch.outlier.algorithm RAD RAD false | false
global.statisti¢csmmmmum value null false | false
global.statisti¢smaimum value null false | false
global.statisti¢s mmeam value null false | false
global.statisti¢s sttrttard deviation value null false | false
zscore.cutoffs.meroral utoffs level for normal outlier 0.00000000000648¢ | false
zscore.cutoffs.muderatetoffs level for moderate outlier 1.5 false | false
zscore.cutoffs.sescene Cutoffs level for severe outlier 10.0 false | false
zscore.cutoffs|npsEmeiattbiftlevel for notEnoughData out- 100 false | false
lier
smooth do smoothing ? false false | false
decay the decay 0.1 false | false
min.amount.torpiredinbuntToPredict 100 false | false
min_zscore_penranidkeorePercentile 50.0 false | false
reservoir_size| the size of points reservoir 100 false | false
rpca.force.diff No Description Provided. null false | false
rpca.penalty | No Description Provided. null false | false
rpca.min.recordNo Description Provided. null false | false
rpca.spenalty | No Description Provided. null false | false
rpca.threshold No Description Provided. null false | false

Extra informations

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken

For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-

butional sketching (e.g. Q-trees)
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 Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

* Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

* Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

EnrichRecordsElasticsearch

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.EnrichRecordsElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 22: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

record.key | The name of field in the input record con- null false | true
taining the document id to use in ES multi-
get query

es.index The name of the ES index to use in multiget null false | true
query.

es.type The name of the ES type to use in multiget default false | true
query.

es.includes.figldl'he name of the ES fields to include in the R false | true
record.

es.excludes.fi¢gl@he name of the ES fields to exclude. N/A false | false

Extra informations

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

EvaluateXPat

h

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must

be a valid XPath expression. If the expression matches nothing, no attributes is added.

Module

com.hurence.logisland:logisland-processor-xml:1.4.1

Class

com.hurence.logisland.processor.xml.EvaluateXPath

Tags

XML, evaluate,

XPath
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 23: allowable-values

Name Description Allowable Values Default Sensitiel
Value
source Indicates the attribute containing the xml null false | false
data to evaluate xpath against.
validate_dtd | Specifies whether or not the XML content | true, false true false | false

should be validated against the DTD.
conflict.resolutidMiplicylo when a field with the same name | overwrite_existing keep_only_old_fiddd | false
already exists ? Gf field al-
ready exist),
keep_only_old_field
(keep only old field)

Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.

Table 24: dynamic-properties

Name Value Description Allowable Values Default EL
Value
An attribute | An  XPath null false

the attribute is
set to the result
of the XPath
Expression.

expression

Extra informations

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must
be a valid XPath expression. If the expression matches nothing, no attributes is added.

ExcelExtract

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

Module

com.hurence.logisland:logisland-processor-excel:1.4.1
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Class

com.hurence.logisland.processor.excel. ExcelExtract

Tags

excel, processor, poi

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 25: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

tivee

sheets

Comma separated list of Excel document
sheet names that should be extracted from
the excel document. If this property is left
blank then all of the sheets will be extracted
from the Excel document. You can specify
regular expressions. Any sheets not speci-
fied in this value will be ignored.

false

false

skip.columns

Comma delimited list of column numbers
to skip. Use the columns number and not
the letter designation. Use this to skip
over columns anywhere in your worksheet
that you don’t want extracted as part of the
record.

false

false

field.names

The comma separated list representing the
names of columns of extracted cells. Order
matters! You should use either field.names
either field.row.header but not both together.

null

false

false

skip.rows

The row number of the first row to start pro-
cessing.Use this to skip over rows of data at
the top of your worksheet that are not part of
the dataset. Empty rows of data anywhere in
the spreadsheet will always be skipped, no
matter what this value is set to.

false

false

record.type

Default type of record

excel_record

false

false

field.row.head

edf set, field names mapping will be ex-
tracted from the specified row number.
You should use either field.names either
field.row.header but not both together.

null

false

false

Extra informations

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is

assuming to rec

eive raw excel file as input record.
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FetchHBaseRow

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.FetchHBaseRow

Tags

hbase, scan, fetch, get, enrich

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 26: allowable-values

Name Description Allowable Values Default Sensitiel
Value

hbase.client.sefftieenstance of the Controller Service to use null false | false
for accessing HBase.

table.name.fiel@he field containing the name of the HBase null false | true
Table to fetch from.

row.identifier.fi€ht field containing the identifier of the row null false | true
to fetch.

columns.field| The field containing an optional null false | true

132

comma-separated list of <colFam-
ily>:<colQualifier>"" pairs to fetch. To
return all columns for a given family,
leave off the qualifier such as ‘“’<colFam-
ily1>,<colFamily2>"".

record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semalimee ko dSgadkdnzkfatsalizer. KryoSerializer
HBase row (serialize events
as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as

bytes)
record.schema the avro schema definition for the Avro seri- null false | false
alization
table.name.defallte table to use if table name field is not set null false | false

Extra informations

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

IncrementalWebSession

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
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session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#” followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.Incremental WebSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 27: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, debug informa- false false | false
tion are logged.

es.session.indedNfield of the field in the record defining the null false | false
ES index containing the web session docu-
ments.

es.session.typeName of the ES type of web session docu- null false | false
ments.

es.event.index.prefix of the index containing the web event null false | false
documents.

es.event.type.ndmee of the ES type of web event docu- null false | false
ments.

es.mapping.eydifutee sefsiom itdiexlmaxmntaining the map- null false | false
ping of web session documents.

sessionid.field the name of the field containing the session sessionld false | false

id => will override default value if set

timestamp.fiel

dthe name of the field containing the times-
tamp => will override default value if set

h2kTimestamp false | false

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPag

retbatnfiald of the field containing the first vis-
ited page => will override default value if
set

firstVisitedPagefalse | false

lastVisitedPag

e et fatet of the field containing the last vis-
ited page => will override default value if
set

lastVisitedPage false | false

isSessionActiy

etbainfinld of the field stating whether the ses-
sion is active or not => will override default
value if set

is_sessionActjvéalse | false

sessionDurati

brtleainfield of the field containing the session
duration => will override default value if set

sessionDuratiprfalse | false

sessionlnactiv|

ityiduratimnafuthfididld containing the session
inactivity duration => will override default
value if set

sessionlnactivitydderatidalse

session.timeo

itsession timeout in sec

1800 false | false

eventsCounter

ahefiedthe of the field containing the session
duration => will override default value if set

eventsCounter false | false

firstEventDate Tileenamndieldthe field containing the date of

the first event => will override default value
if set

firstEventDateTiahee | false

lastEventDate]

Ttine ;warnfiedd] the field containing the date of
the last event => will override default value
if set

lastEventDate[Tifialse | false

newSessionR¢ason pafiedd the field containing the reason

why a new session was created => will over-
ride default value if set

reasonForNewSkdsmon false

transactionlds

.otitefieddhe of the field containing all transac-
tionlds => will override default value if set

transactionlds| false | false

source_of traffibrefifixor the source of the traffic related

source_of traffitalse | false
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Extra informations

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

IpToFqdn

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToFqdn

Tags

dns, ip, fqdn, domain, address, fghn, reverse, resolution, enrich

54 Chapter 1. Contents:



logisland Documentation, Release 1.1.2

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 28: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

fqdn.field

The field that will contain the full qualified
domain name corresponding to the ip ad-
dress.

null

false

false

overwrite.fqdn.fittlle field should be overwritten when it al-

ready exists.

false

false

false

cache.service

The name of the cache service to use.

null

false

false

cache.max.tin

1eThe amount of time, in seconds, for which
a cached FQDN value is valid in the cache
service. After this delay, the next new re-
quest to translate the same IP into FQDN
will trigger a new reverse DNS request and
the result will overwrite the entry in the
cache. This allows two things: if the IP was
not resolved into a FQDN, this will get a
chance to obtain a FQDN if the DNS sys-
tem has been updated, if the IP is resolved
into a FQDN, this will allow to be more ac-
curate if the DNS system has been updated.
A value of 0 seconds disables this expira-
tion mechanism. The default value is 84600
seconds, which corresponds to new requests
triggered every day if a record with the same
IP passes every day in the processor.

84600

false

false

resolution.tim|

eolite amount of time, in milliseconds, to wait
at most for the resolution to occur. This
avoids to block the stream for too much
time. Default value is 1000ms. If the delay
expires and no resolution could occur be-
fore, the FQDN field is not created. A spe-
cial value of 0 disables the logisland timeout
and the resolution request may last for many
seconds if the IP cannot be translated into
a FQDN by the underlying operating sys-
tem. In any case, whether the timeout oc-
curs in logisland of in the operating system,
the fact that a timeout occurs is kept in the
cache system so that a resolution request for
the same IP will not occur before the cache
entry expires.

1000

false

false

debug

If true, some additional debug fields are
added. If the FQDN field is named X, a de-
bug field named X_os_resolution_time_ms
contains the resolution time in ms (us-
ing the operating system, not the cache).
This field is added whether the resolu-
tion occurs or time is out. A debug field
named X_os_resolution_timeout contains a
boolean value to indicate if the timeout
occurred. Finally, a debug field named

false

false

false
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Extra informations

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

IpToGeo

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is *X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToGeo

Tags

geo, enrich, ip

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 29: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

iptogeo.servig

reThe reference to the IP to Geo service to use.

null

false

false

geo.fields

Comma separated list of geo information
fields to add to the record. Defaults to “*’,
which means to include all available fields.
If a list of fields is specified and the data
is not available, the geo field is not cre-
ated. The geo fields are dependant on the
underlying defined Ip to Geo service. The
currently only supported type of Ip to Geo
service is the Maxmind Ip to Geo service.
This means that the currently supported list
of geo fields is the following:continent: the
identified continent for this IP address. con-
tinent_code: the identified continent code
for this IP address. city: the identified city
for this IP address. latitude: the iden-
tified latitude for this IP address. longi-
tude: the identified longitude for this IP ad-
dress. location: the identified location for
this IP address, defined as Geo-point ex-
pressed as a string with the format: ‘lati-
tude,longitude’. accuracy_radius: the ap-
proximate accuracy radius, in kilometers,
around the latitude and longitude for the
location. time_zone: the identified time
zone for this IP address. subdivision N:
the identified subdivision for this IP ad-
dress. N is a one-up number at the end of
the attribute name, starting with 0. sub-
division_isocode_N: the iso code matching
the identified subdivision_N. country: the
identified country for this IP address. coun-
try_isocode: the iso code for the identified
country for this IP address. postalcode: the
identified postal code for this IP address.
lookup_micros: the number of microsec-
onds that the geo lookup took. The Ip to
Geo service must have the lookup_micros
property enabled in order to have this field
available.

false

false

geo.hierarchig

alShould the additional geo information fields
be added under a hierarchical father field or
not.

true

false

false

geo.hierarchig

alSufffixto use for the field holding geo infor-
mation. If geo.hierarchical is true, then use
this suffix appended to the IP field name to
define the father field name. This may be
used for instance to distinguish between geo
fields with various locales using many Ip to

Geo-—<arii mnmtanecag

_geo

false

false

Geo-servicenstances:

5Qeo.ﬂat.sufﬁx

Suffix to use for geo information fields when
they are flat. If geo.hierarchical is false, then
use this suffix appended to the IP field name
but before the geo field name. This may be

_geot‘:ha?téT

fal
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Extra informations

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is ‘X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

MatchlP

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO «]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1

Class

com.hurence.logisland.processor.MatchIP

Tags

analytic, percolator, record, record, query, lucene
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 30: allowable-values

Name Description Allowable Values Default Sensitiel
Value
numeric.fieldy a comma separated string of numeric field to null false | false
be matched
output.record.tyghe output type of the record alert_match | false | false
record.type.updRe®uddctype update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.

Table 31: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO «]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations
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Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

MatchQuery

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1

Class

com.hurence.logisland.processor.MatchQuery

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 32: allowable-values

Name Description Allowable Values Default Sensitiel
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyghe output type of the record alert_match | false | false
record.type.updReduddcty pe update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.

Table 33: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries.
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MultiGetElasticsearch

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is
mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.

type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :

index (same field name as the incoming record) : name of the elasticsearch index.
type (same field name as the incoming record) : name of the elasticsearch type.
id (same field name as the incoming record) : retrieved document id.
a list of String fields containing :

— field name : the retrieved field name

— field value : the retrieved field value

Module

com.hurence.logisland:logisland-processor-elasticsearch: 1.4.1

Class

com.hurence.logisland.processor.elasticsearch.MultiGetElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 34: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

es.index.field| the name of the incoming records field con- null false | false
taining es index name to use in multiget
query.

es.type.field | the name of the incoming records field con- null false | false
taining es type name to use in multiget query

es.ids.field the name of the incoming records field con- null false | false
taining es document Ids to use in multiget
query

es.includes.fi¢ldhe name of the incoming records field con- null false | false

taining es includes to use in multiget query

es.excludes.fielthe name of the incoming records field con- null false | false

taining es excludes to use in multiget query

Extra informations

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is
mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.

type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :

index (same field name as the incoming record) : name of the elasticsearch index.
type (same field name as the incoming record) : name of the elasticsearch type.
id (same field name as the incoming record) : retrieved document id.
a list of String fields containing :

— field name : the retrieved field name

— field value : the retrieved field value
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ParseBroEvent

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:
{
“conn”: {

“id.resp_p”’: 9092,

“resp_pkts”: 0O,

“resp_ip_bytes”: 0,

“local_orig”: true,

“orig_ip_bytes”: 0,

“orig_pkts™: 0,

“missed_bytes”: 0,

“history”: “Cc”,

“tunnel_parents”: [],

“id.orig_p”: 56762,

“local_resp”: true,

“uid”: “Ct3Ms0113Yc6pmMZx7”,

“conn_state”: “OTH”,

“id.orig_h": “172.17.0.27,

“proto”: “tcp”,

“id.resp_h”: “172.17.0.3”,

“ts”: 1487596886.953917

}

It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:
“@timestamp”: “2017-02-20T13:36:327”

“record_id”: “6361f80a-c5¢9-4a16-9045-4bb51736333d”

“record_time”’: 1487597792782

“record_type”: “conn”

“id_resp_p”: 9092
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“resp_pkts”: O

“resp_ip_bytes”: 0

“local_orig”: true
“orig_ip_bytes”: 0

“orig_pkts”: 0

“missed_bytes”: 0

“history”: “Cc”

“tunnel_parents”: []

“id_orig_p”: 56762

“local_resp”: true

“uid”: “Ct3Ms01I3YcopmMZx7”
“conn_state”: “OTH”
“id_orig_h’: ©“172.17.0.2”
“proto”: “tcp”
“id_resp_h": “172.17.0.3”
“ts”: 1487596886.953917

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.bro.ParseBroEvent

Tags

bro, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 35: allowable-values

Name Description Allowable Values Default Sensitie.
Value
debug Enable debug. If enabled, the original JSON false false | false

string is embedded in the record_value field
of the record.
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Extra informations

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:
{
“conn”: {

“id.resp_p”’: 9092,

“resp_pkts”: 0O,

“resp_ip_bytes”: 0,

“local_orig”: true,

“orig_ip_bytes”: 0,

“orig_pkts™: 0,

“missed_bytes”: 0,

“history”: “Cc”,

“tunnel_parents”: [],

“id.orig_p”: 56762,

“local_resp”: true,

“uid”: “Ct3Ms0113Yc6pmMZx7”,

“conn_state”: “OTH”,

“id.orig_h": “172.17.0.27,

“proto”: “tcp”,

“id.resp_h”: “172.17.0.3”,

“ts”: 1487596886.953917

}

It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:
“@timestamp”: “2017-02-20T13:36:327”

“record_id”: “6361f80a-c5¢9-4a16-9045-4bb51736333d”

“record_time”’: 1487597792782

“record_type”: “conn”

“id_resp_p”: 9092
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“resp_pkts”: O

“resp_ip_bytes”: 0

“local_orig”: true
“orig_ip_bytes”: 0

“orig_pkts”: 0

“missed_bytes”: 0

“history”: “Cc”

“tunnel_parents”: []

“id_orig_p”: 56762

“local_resp”: true

“uid”: “Ct3Ms01I3YcopmMZx7”
“conn_state”: “OTH”
“id_orig_h’: ©“172.17.0.2”
“proto”: “tcp”
“id_resp_h": “172.17.0.3”
“ts”: 1487596886.953917

ParseNetflowEvent

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

» Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.netflow.ParseNetflowEvent
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Tags

netflow, security

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 36: allowable-values

Name Description Allowable Values Default Sensitie
Value
debug Enable debug. If enabled, the original JSON false false | false

string is embedded in the record_value field
of the record.

output.record.tyghe output type of the record netflowevent | false | false
enrich.record | Enrich data. If enabledthe netflow record is false false | false
enriched with inferred data

Extra informations

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

» Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.

ParseNetworkPacket

The ParseNetworkPacket processor is the LoglIsland entry point to parse network packets captured either off-the-wire
(stream mode) or in pcap format (batch mode). In batch mode, the processor decodes the bytes of the incoming pcap
record, where a Global header followed by a sequence of [packet header, packet data] pairs are stored. Then, each
incoming pcap event is parsed into n packet records. The fields of packet headers are then extracted and made available
in dedicated record fields. See the Capturing Network packets tutorial for an example of usage of this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1
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Class

com.hurence.logisland.processor.networkpacket.ParseNetworkPacket

Tags

PCap, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 37: allowable-values

Name Description Allowable Values Default Sensitie
Value

debug Enable debug. false false | false

flow.mode Flow Mode. Indicate whether packets are | batch, stream null false | false

provided in batch mode (via pcap files) or
in stream mode (without headers). Allowed
values are batch and stream.

Extra informations

No additional information is provided

PutHBaseCell

Adds the Contents of a Record to HBase as the value of a single cell

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.PutHBaseCell

Tags

hadoop, hbase
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 38: allowable-values

Name Description Allowable Values Default Sensitiel
Value

hbase.client.sefflieenstance of the Controller Service to use null false | false
for accessing HBase.

table.name.fiel@he field containing the name of the HBase null false | true
Table to put data into

row.identifier.fiflgecifies field containing the Row ID to use null false | true
when inserting data into HBase

row.identifier.erfepeltifgesttheedata type of Row ID used when | String (Stores the | String false | false

inserting data into HBase. The default be- | value of row id as
havior is to convert the row id to a UTF-8 | a UTF-8 String.),
byte array. Choosing Binary will convert a | Binary (Stores the
binary formatted string to the correct byte[] | value of the rows id
representation. The Binary option should be | as a binary byte ar-
used if you are using Binary row keys in | ray. It expects that

HBase the row id is a binary
formatted string.)
column.family.Fikkdfield containing the Column Family to null false | true
use when inserting data into HBase
column.qualifiditfiefidld containing the Column Qualifier to null false | true
use when inserting data into HBase
batch.size The maximum number of Records to pro- 25 false | false

cess in a single execution. The Records will
be grouped by table, and a single Put per ta-
ble will be performed.

record.schema the avro schema definition for the Avro seri- null false | false
alization

record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semalimee Koy dSgadkdnzkfatsalizer. KryoSerializer
HBase row (serialize events

as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as

bytes)
table.name.defaililte table table to use if table name field is null false | false
not set
column.family.dBligndolumn family to use if column family null false | false
field is not set
column.qualifiedtiefaolumn qualifier to use if column qual- null false | false

ifier field is not set
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Extra informations

Adds the Contents of a Record to HBase as the value of a single cell.

RunPython

111! WARNING !!!!

The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

Module

com.hurence.logisland:logisland-processor-scripting:1.4.1

Class

com.hurence.logisland.processor.scripting.python.RunPython

Tags

scripting, python

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 39: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

script.code.im

pdiss inline mode only. This is the python
code that should hold the import statements
if required.

null

false

false

script.code.ini

t The python code to be called when the pro-
cessor is initialized. This is the python
equivalent of the init method code for a java
processor. This is not mandatory but can
only be used if script.code.process is de-
fined (inline mode).

null

false

false

script.code.pr

ncEhe python code to be called to process
the records. This is the pyhton equiva-
lent of the process method code for a java
processor. For inline mode, this is the
only minimum required configuration prop-
erty. Using this property, you may also
optionally define the script.code.init and
script.code.imports properties.

null

false

false

script.path

The path to the user’s python processor
script. Use this property for file mode. Your
python code must be in a python file with
the following constraints: let’s say your py-
hton script is named MyProcessor.py. Then
MyProcessor.py is a module file that must
contain a class named MyProcessor which
must inherits from the Logisland delivered
class named AbstractProcessor. You can
then define your code in the process method
and in the other traditional methods (init. . .)
as you would do in java in a class inheriting
from the AbstractProcessor java class.

null

false

false

dependencies.

pathe path to the additional dependencies for
the user’s python code, whether using in-
line or file mode. This is optional as your
code may not have additional dependencies.
If you defined script.path (so using file
mode) and if dependencies.path is not de-
fined, Logisland will scan a potential direc-
tory named dependencies in the same direc-
tory where the script file resides and if it ex-
ists, any python code located there will be
loaded as dependency as needed.

null

false

false

logisland.depg

ndbecipathato the directory containing the
python dependencies shipped with logis-
land. You should not have to tune this pa-
rameter.

null

false

false

Extra informations

111! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

URLDecoder

Decode one or more field containing an URL with possibly special chars encoded ...

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics. URLDecoder

Tags

record, fields, Decode

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 40: allowable-values

Name Description Allowable Values Default Sensitie
Value

decode.fields| List of fields (URL) to decode null false | false

charset Charset to use to decode the URL UTF-8 false | false

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.

74 Chapter 1. Contents:



logisland Documentation, Release 1.1.2

Table 41: dynamic-properties

Name Value Description Allowable Values Default EL
Value

fields to de- | a default | Decode one or more fields null false

code value from the record

Extra informations

Decode one or more field containing an URL with possibly special chars encoded.

setSourceOfTraffic

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the setSourceOfTraffic processor needs to have access to an
Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.setSourceOfTraffic

Tags

session, traffic, source, web, analytics

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 42: allowable-values

Name Description Allowable Values Default Sensitiel
Value

referer.field | Name of the field containing the referer referer false | false
value in the session

first.visited.pagdNfiaid of the field containing the first visited firstVisitedPagefalse | false
page in the session

utm_source.ficldName of the field containing the utm_source utm_source false | false
value in the session

utm_medium.fiddldme of the field containing the utm_medium | false | false
utm_medium value in the session

utm_campaigh.fiedthe of the field containing the utm_campaign false | false
utm_campaign value in the session

utm_content.fieName of the field containing the utm_content | false | false
utm_content value in the session

utm_term.field Name of the field containing the utm_term utm_term false | false
value in the session

source_of _traffiSustfffixfor the source of the traffic related source_of traffitalse | false
fields

source_of traffiSHoatdrdidcadditional source of trafic infor- false false | false

mation fields be added under a hierarchical
father field or not.

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

cache.service] Name of the cache service to use. null false | false

cache.validityltitieoeut validity (in seconds) of an entry in 0 false | false
the cache.

debug If true, an additional debug field is added. false false | false

If the source info fields prefix is X, a de-
bug field named X_from_cache contains a
boolean value to indicate the origin of the
source fields. The default value for this
property is false (debug is disabled).

es.index Name of the ES index containing the list of null false | false
search engines and social network.

es.type Name of the ES type to use. default false | false

es.search_engindfi@lelof the ES field used to specify that the search_enging false | false
domain is a search engine.

es.social_netwoNafieldf the ES field used to specify that the social_network false | false

domain is a social network.

Extra informations

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the setSourceOfTraffic processor needs to have access to an

76 Chapter 1. Contents:



logisland Documentation, Release 1.1.2

Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

ParseUserAgent

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

Module

com.hurence.logisland:logisland-processor-useragent: 1.4.1

Class

com.hurence.logisland.processor.useragent.ParseUserAgent

Tags

User-Agent, clickstream, DMP

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 43: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

debug

Enable debug.

false

false

false

cache.enabled

Enable caching. Caching to avoid to redo
the same computation for many identical
User-Agent strings.

true

false

false

cache.size

Set the size of the cache.

1000

false

false

useragent.fiel

dMust contain the name of the field that con-
tains the User-Agent value in the incoming
record.

null

false

false

useragent.keef

p Defines if the field that contained the User-
Agent must be kept or not in the resulting
records.

true

false

false

confidence.en

atfedble confidence reporting. Each field will
report a confidence attribute with a value
comprised between 0 and 10000.

false

false

false

ambiguity.enablEdable ambiguity reporting.

Reports a
count of ambiguities.

false

false

false

fields

Defines the fields to be returned.
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Extra informations

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

IncrementalWebSession

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.Incremental WebSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 44: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, debug informa- false false | false
tion are logged.

es.session.indedNfield of the field in the record defining the null false | false
ES index containing the web session docu-
ments.

es.session.typeName of the ES type of web session docu- null false | false
ments.

es.event.index.prefix of the index containing the web event null false | false
documents.

es.event.type.ndmee of the ES type of web event docu- null false | false
ments.

es.mapping.eydifutee sefsiom itdiexlmaxmntaining the map- null false | false
ping of web session documents.

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbanfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortloainfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

sessionlnactivityieuratimnofuthfididld containing the session sessionlnactivitydderatidalse
inactivity duration => will override default
value if set

session.timeouytsession timeout in sec 1800 false | false

eventsCounter.dhefiedche of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tileenamndieldthe field containing the date of firstEventDateTfatee | false
the first event => will override default value
if set

lastEventDate[Ttie warnficdfl the field containing the date of lastEventDate[Ttalse | false
the last event => will override default value
if set

newSessionReatha vamtedd the field containing the reason reasonForNewStdson false
why a new session was created => will over-
ride default value if set

transactionlds| otitefieddhe of the field containing all transac- transactionlds| false | false
tionlds => will override default value if set

source_of traffibrefifixor the source of the traffic related source_of traffitalse | false
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Extra informations

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

SetSourceOfTraffic

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the SetSourceOfTraffic processor needs to have access to an
Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.SetSourceOf Traffic
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Tags

session, traffic,

Properties

source, web, analytics

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 45: allowable-values

domain is a social network.

Name Description Allowable Values Default Sensitie
Value

referer.field | Name of the field containing the referer referer false | false
value in the session

first.visited.pag®Nfaid of the field containing the first visited firstVisitedPagefalse | false
page in the session

utm_source.figliName of the field containing the utm_source utm_source | false | false
value in the session

utm_medium.fidtddme of the field containing the utm_medium | false | false
utm_medium value in the session

utm_campaign.fdthe of the field containing the utm_campaign false | false
utm_campaign value in the session

utm_content.fieMame of the field containing the utm_content | false | false
utm_content value in the session

utm_term.field Name of the field containing the utm_term utm_term false | false
value in the session

source_of_traffiSisffifixfor the source of the traffic related source_of_traffifalse | false
fields

source_of _traffiSHoatdrdidcadditional source of trafic infor- false false | false
mation fields be added under a hierarchical
father field or not.

elasticsearch.clidntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

cache.service, Name of the cache service to use. null false | false

cache.validity|tifieoeut validity (in seconds) of an entry in 0 false | false
the cache.

debug If true, an additional debug field is added. false false | false
If the source info fields prefix is X, a de-
bug field named X_from_cache contains a
boolean value to indicate the origin of the
source fields. The default value for this
property is false (debug is disabled).

es.index Name of the ES index containing the list of null false | false
search engines and social network.

es.type Name of the ES type to use. default false | false

es.search_enginbldielelof the ES field used to specify that the search_engine false | false
domain is a search engine.

es.social_netwoNafieldf the ES field used to specify that the social_network false | false
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Extra informations

IpToFgdn

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToFqdn

Tags

dns, ip, fqdn, domain, address, fghn, reverse, resolution, enrich

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 46: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

fqdn.field

The field that will contain the full qualified
domain name corresponding to the ip ad-
dress.

null

false

false

overwrite.fqdn.fittlle field should be overwritten when it al-

ready exists.

false

false

false

cache.service

The name of the cache service to use.

null

false

false

cache.max.tin

1eThe amount of time, in seconds, for which
a cached FQDN value is valid in the cache
service. After this delay, the next new re-
quest to translate the same IP into FQDN
will trigger a new reverse DNS request and
the result will overwrite the entry in the
cache. This allows two things: if the IP was
not resolved into a FQDN, this will get a
chance to obtain a FQDN if the DNS sys-
tem has been updated, if the IP is resolved
into a FQDN, this will allow to be more ac-
curate if the DNS system has been updated.
A value of 0 seconds disables this expira-
tion mechanism. The default value is 84600
seconds, which corresponds to new requests
triggered every day if a record with the same
IP passes every day in the processor.

84600

false

false

resolution.tim|

eolite amount of time, in milliseconds, to wait
at most for the resolution to occur. This
avoids to block the stream for too much
time. Default value is 1000ms. If the delay
expires and no resolution could occur be-
fore, the FQDN field is not created. A spe-
cial value of 0 disables the logisland timeout
and the resolution request may last for many
seconds if the IP cannot be translated into
a FQDN by the underlying operating sys-
tem. In any case, whether the timeout oc-
curs in logisland of in the operating system,
the fact that a timeout occurs is kept in the
cache system so that a resolution request for
the same IP will not occur before the cache
entry expires.

1000

false

false

debug

If true, some additional debug fields are
added. If the FQDN field is named X, a de-
bug field named X_os_resolution_time_ms
contains the resolution time in ms (us-
ing the operating system, not the cache).
This field is added whether the resolu-
tion occurs or time is out. A debug field
named X_os_resolution_timeout contains a
boolean value to indicate if the timeout
occurred. Finally, a debug field named

false

false

false

84
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indicate the origin of the FQDN field. The
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Extra informations

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

IpToGeo

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is *X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToGeo

Tags

geo, enrich, ip

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 47: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

iptogeo.servig

reThe reference to the IP to Geo service to use.

null

false

false

geo.fields

Comma separated list of geo information
fields to add to the record. Defaults to “*’,
which means to include all available fields.
If a list of fields is specified and the data
is not available, the geo field is not cre-
ated. The geo fields are dependant on the
underlying defined Ip to Geo service. The
currently only supported type of Ip to Geo
service is the Maxmind Ip to Geo service.
This means that the currently supported list
of geo fields is the following:continent: the
identified continent for this IP address. con-
tinent_code: the identified continent code
for this IP address. city: the identified city
for this IP address. latitude: the iden-
tified latitude for this IP address. longi-
tude: the identified longitude for this IP ad-
dress. location: the identified location for
this IP address, defined as Geo-point ex-
pressed as a string with the format: ‘lati-
tude,longitude’. accuracy_radius: the ap-
proximate accuracy radius, in kilometers,
around the latitude and longitude for the
location. time_zone: the identified time
zone for this IP address. subdivision N:
the identified subdivision for this IP ad-
dress. N is a one-up number at the end of
the attribute name, starting with 0. sub-
division_isocode_N: the iso code matching
the identified subdivision_N. country: the
identified country for this IP address. coun-
try_isocode: the iso code for the identified
country for this IP address. postalcode: the
identified postal code for this IP address.
lookup_micros: the number of microsec-
onds that the geo lookup took. The Ip to
Geo service must have the lookup_micros
property enabled in order to have this field
available.

false

false

geo.hierarchig

alShould the additional geo information fields
be added under a hierarchical father field or
not.

true

false

false

geo.hierarchig

alSufffixto use for the field holding geo infor-
mation. If geo.hierarchical is true, then use
this suffix appended to the IP field name to
define the father field name. This may be
used for instance to distinguish between geo
fields with various locales using many Ip to

Geo-—<arii mnmtanecag

_geo

false

false

Geo-servicenstances:

8@eo.ﬂat.sufﬁx

Suffix to use for geo information fields when
they are flat. If geo.hierarchical is false, then
use this suffix appended to the IP field name
but before the geo field name. This may be

_geot‘:ha?téT

fal
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Extra informations

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is ‘X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

ParseNetworkPacket

The ParseNetworkPacket processor is the Loglsland entry point to parse network packets captured either off-the-wire
(stream mode) or in pcap format (batch mode). In batch mode, the processor decodes the bytes of the incoming pcap
record, where a Global header followed by a sequence of [packet header, packet data] pairs are stored. Then, each
incoming pcap event is parsed into n packet records. The fields of packet headers are then extracted and made available
in dedicated record fields. See the Capturing Network packets tutorial for an example of usage of this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.networkpacket.ParseNetworkPacket

Tags

PCap, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 48: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. false false | false

flow.mode Flow Mode. Indicate whether packets are | batch, stream null false | false

provided in batch mode (via pcap files) or
in stream mode (without headers). Allowed
values are batch and stream.

Extra informations

No additional information is provided

BulkAddElasticsearch

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.Bulk AddElasticsearch
Tags
elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .

88 Chapter 1. Contents:


expression-language.html

logisland Documentation, Release 1.1.2

Table 49: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliértiseraice of the Controller Service to use null false | false
for accessing Elasticsearch.

default.index| The name of the index to insert into null false | true

default.type | The type of this document (used by Elastic- null false | true
search for indexing and searching)

timebased.indedo we add a date suffix no (no date added | no false | false

to default index),
today (today’s date
added to default
index),  yesterday
(yesterday’s  date
added to default

index)
es.index.field | the name of the event field containing es in- null false | false
dex name => will override index value if set
es.type.field | the name of the event field containing es doc null false | false

type => will override type value if set

Extra informations

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor.

FetchHBaseRow

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.FetchHBaseRow

Tags

hbase, scan, fetch, get, enrich
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 50: allowable-values

zer.KryoSerializer

Name Description Allowable Values Default Sensitiel
Value
hbase.client.sefflieenstance of the Controller Service to use null false | false
for accessing HBase.
table.name.fiel@he field containing the name of the HBase null false | true
Table to fetch from.
row.identifier fifht field containing the identifier of the row null false | true
to fetch.
columns.field| The field containing an  optional null false | true
comma-separated list of ‘”<colFam-
ily>:<colQualifier>""" pairs to fetch. To
return all columns for a given family,
leave off the qualifier such as ‘“’<colFam-
ily1>,<colFamily2>"".
record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semalimee Koy dSadkdizkfatsali
HBase row (serialize events
as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as
bytes)
record.schema the avro schema definition for the Avro seri- null false | false
alization
table.name.defaililte table to use if table name field is not set null false | false

Extra informations

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

MultiGetElasticsearch

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

¢ index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is

mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.
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* type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

* includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

* excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :
* index (same field name as the incoming record) : name of the elasticsearch index.
* type (same field name as the incoming record) : name of the elasticsearch type.
¢ id (same field name as the incoming record) : retrieved document id.
* alist of String fields containing :
— field name : the retrieved field name

— field value : the retrieved field value

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.MultiGetElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 51: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

es.index.field| the name of the incoming records field con- null false | false
taining es index name to use in multiget
query.

es.type.field | the name of the incoming records field con- null false | false
taining es type name to use in multiget query

es.ids.field the name of the incoming records field con- null false | false
taining es document Ids to use in multiget
query

es.includes.fi¢ldhe name of the incoming records field con- null false | false

taining es includes to use in multiget query

es.excludes.fielthe name of the incoming records field con- null false | false

taining es excludes to use in multiget query

Extra informations

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is
mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.

type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :

index (same field name as the incoming record) : name of the elasticsearch index.
type (same field name as the incoming record) : name of the elasticsearch type.
id (same field name as the incoming record) : retrieved document id.
a list of String fields containing :

— field name : the retrieved field name

— field value : the retrieved field value

PutHBaseCell

Adds the Contents of a Record to HBase as the value of a single cell
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Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.PutHBaseCell

Tags

hadoop, hbase

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 52: allowable-values

zer.KryoSerializer

Name Description Allowable Values Default Sensitiel
Value
hbase.client.sefftieenstance of the Controller Service to use null false | false
for accessing HBase.
table.name.fiel@he field containing the name of the HBase null false | true
Table to put data into
row.identifier.filgecifies field containing the Row ID to use null false | true
when inserting data into HBase
row.identifier.erfSpekiifgesttheedata type of Row ID used when | String (Stores the | String false | false
inserting data into HBase. The default be- | value of row id as
havior is to convert the row id to a UTF-8 | a UTF-8 String.),
byte array. Choosing Binary will convert a | Binary (Stores the
binary formatted string to the correct byte[] | value of the rows id
representation. The Binary option should be | as a binary byte ar-
used if you are using Binary row keys in | ray. It expects that
HBase the row id is a binary
formatted string.)
column.family.Fibkdfield containing the Column Family to null false | true
use when inserting data into HBase
column.qualifiditfeefidld containing the Column Qualifier to null false | true
use when inserting data into HBase
batch.size The maximum number of Records to pro- 25 false | false
cess in a single execution. The Records will
be grouped by table, and a single Put per ta-
ble will be performed.
record.schema the avro schema definition for the Avro seri- null false | false
alization
record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semaliree Kooy dSEnikdnzkfatsali
HBase row (serialize events
as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as
bytes)
table.name.defatilte table table to use if table name field is null false | false
not set
column.family.dEfisudolumn family to use if column family null false | false
field is not set
column.qualifieftefenlumn qualifier to use if column qual- null false | false
ifier field is not set

Extra informations

Adds the Contents of a Record to HBase as the value of a single cell.
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EvaluateXPath

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must

be a valid XPath expression. If the expression matches nothing, no attributes is added.

Module

com.hurence.logisland:logisland-processor-xml:1.4.1

Class

com.hurence.logisland.processor.xml.EvaluateXPath

Tags

XML, evaluate, XPath

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.

Table 53: allowable-values

Name Description Allowable Values Default Sensitive.
Value
source Indicates the attribute containing the xml null false | false
data to evaluate xpath against.
validate_dtd | Specifies whether or not the XML content | true, false true false | false
should be validated against the DTD.
conflict.resoluti®vihavlicylo when a field with the same name | overwrite_existing keep_only_old_fiaiddd | false
already exists ? af field al-
ready exist),
keep_only_old_field
(keep only old field)
Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.
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Table 54: dynamic-properties

Name Value Description Allowable Values Default EL
Value
An attribute | An  XPath null false

the attribute is
set to the result
of the XPath
Expression.

expression

Extra informations

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must
be a valid XPath expression. If the expression matches nothing, no attributes is added.

ConsolidateSession

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As
an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:

LLINNT3

“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-

fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,

“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default’: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:

null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [*null”, “int”], “default’: null },{ “name”: “referer”, “type”: [“null”,
“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”’], “default”: null },{ “name’:
“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,
“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default”: null },{ “name”: “par-
tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

99, 99, < ELINNT3

},{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

CLINNT3

“boolean],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default”: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

99, < CLINY3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
},{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
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Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return

in the aggregated object. (default: N/A)

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.ConsolidateSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.
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Table 55: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, the original JSON null false | false
string is embedded in the record_value field
of the record.

session.timeouitsession timeout in sec 1800 false | false

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatmfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbainfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortleeinfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

eventsCounter.aiefiedthe of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tineenmmdielfithe field containing the date of firstEventDateTiabee | false
the first event => will override default value
if set

lastEventDate[Tthe warnfiedd the field containing the date of lastEventDate[Tiialse | false
the last event => will override default value
if set

sessionInactivityiduratienaduthfifidld containing the session sessionInactiviityddseratidalse
inactivity duration => will override default
value if set

Extra informations

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As

an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:
“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-
fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,
“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default”: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:
null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”’: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [“null”, “int”’], “default”: null },{ “name”: “referer”, “type”: [“null”,

“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”], “default’: null },{ “name”:
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LEINT3

“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,

LTINS 113

“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default’: null },{ “name”: “par-

9, <

tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

9, < 9, & ELINNT3

}.{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

LEINNTS

“boolean”],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default’: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

9, < CLINT3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
}{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

DetectOutliers

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

» Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

» Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

Module

com.hurence.logisland:logisland-processor-outlier-detection:1.4.1

Class

com.hurence.logisland.processor.DetectOutliers
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Tags

analytic, outlier, record, iot, timeseries

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 56: allowable-values

Name Description Allowable Values Default Sensitie
Value
value.field the numeric field to get the value record_value | false | false
time.field the numeric field to get the value record_time | false | false
output.record.tyghe output type of the record alert_match | false | false
rotation.poligy.type by_amount, by_amount | false | false
by_time, never
rotation.poli¢y.amount 100 false | false
rotation.poligy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
chunking.poljcy.type by_amount, by_amount | false | false
by_time, never
chunking.policy.amount 100 false | false
chunking.policy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
sketchy.outlier.algorithm SKETCHY_MOVING SMEDCHY _M@ENING_fMskD
batch.outlier.algorithm RAD RAD false | false
global.statisti¢csmmmmum value null false | false
global.statisti¢smasimum value null false | false
global.statisti¢s mmzam value null false | false
global.statisti¢s sttaltard deviation value null false | false
zscore.cutoffs.mernral utoffs level for normal outlier 0.000000000006418d | false
zscore.cutoffs.muderatetoffs level for moderate outlier 1.5 false | false
zscore.cutoffs.sesceneCutoffs level for severe outlier 10.0 false | false
zscore.cutoffs|nosEmedditbftalevel for notEnoughData out- 100 false | false
lier
smooth do smoothing ? false false | false
decay the decay 0.1 false | false
min.amount.torpiredinbuntToPredict 100 false | false
min_zscore_pencanikeorePercentile 50.0 false | false
reservoir_size| the size of points reservoir 100 false | false
rpca.force.diff No Description Provided. null false | false
rpca.lpenalty | No Description Provided. null false | false
rpca.min.recordNo Description Provided. null false | false
rpca.spenalty | No Description Provided. null false | false
rpca.threshold No Description Provided. null false | false
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Extra informations

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

* Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

* Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

EnrichRecordsElasticsearch

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.EnrichRecordsElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .

1.1. User Documentation 101


expression-language.html

logisland Documentation, Release 1.1.2

Table 57: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

record.key | The name of field in the input record con- null false | true
taining the document id to use in ES multi-
get query

es.index The name of the ES index to use in multiget null false | true
query.

es.type The name of the ES type to use in multiget default false | true
query.

es.includes.figldl'he name of the ES fields to include in the R false | true
record.

es.excludes.fi¢gl@he name of the ES fields to exclude. N/A false | false

Extra informations

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

ExcelExtract

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

Module

com.hurence.logisland:logisland-processor-excel:1.4.1

Class

com.hurence.logisland.processor.excel. ExcelExtract

Tags

excel, processor, poi

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 58: allowable-values

Name Description Allowable Values Default Sensitiel
Value
sheets Comma separated list of Excel document false | false
sheet names that should be extracted from
the excel document. If this property is left
blank then all of the sheets will be extracted
from the Excel document. You can specify
regular expressions. Any sheets not speci-
fied in this value will be ignored.
skip.columns | Comma delimited list of column numbers false | false
to skip. Use the columns number and not
the letter designation. Use this to skip
over columns anywhere in your worksheet
that you don’t want extracted as part of the
record.

field.names | The comma separated list representing the null false | false
names of columns of extracted cells. Order
matters! You should use either field.names
either field.row.header but not both together.
skip.rows The row number of the first row to start pro- 0 false | false
cessing.Use this to skip over rows of data at
the top of your worksheet that are not part of
the dataset. Empty rows of data anywhere in
the spreadsheet will always be skipped, no
matter what this value is set to.

record.type | Default type of record excel_record | false | false
field.row.headedf set, field names mapping will be ex- null false | false
tracted from the specified row number.
You should use either field.names either
field.row.header but not both together.

Extra informations

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

MatchIP

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]

(continues on next page)
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(continued from previous page)

bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1

Class

com.hurence.logisland.processor.MatchIP

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 59: allowable-values

Name Description Allowable Values Default Sensitivel
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRedaddcty pe update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 60: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO «]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

MatchQuery

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]
bytes_out:5000
user_name:tomx*

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1
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Class

com.hurence.logisland.processor.MatchQuery

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 61: allowable-values

Name Description Allowable Values Default Sensitie
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRe®uddctype update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.

Table 62: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched
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A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries.

ParseBroEvent

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:
{
“conn”: {

“id.resp_p”’: 9092,

“resp_pkts”: 0,

“resp_ip_bytes”: 0,

“local_orig”: true,

“orig_ip_bytes”: 0,

“orig_pkts™: 0,

“missed_bytes”: 0,

“history”: “Cc”,

“tunnel_parents”: [],

“id.orig_p”: 56762,

“local_resp”: true,

“uid”: “Ct3Ms0113Yc6pmMZx7”,

“conn_state”: “OTH”,

“id.orig_h": “172.17.0.27,

99, <

“proto”: “tcp”,
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“id.resp_h”: “172.17.0.3”,
“ts”: 1487596886.953917

}

It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:

“@timestamp”: “2017-02-20T13:36:32Z”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092

“resp_pkts”: O

“resp_ip_bytes”: 0

“local_orig”: true
“orig_ip_bytes”: 0

“orig_pkts”: 0

“missed_bytes”: 0

“history”: “Cc”

“tunnel_parents”: []

“id_orig_p”: 56762

“local_resp”: true

“uid”: “Ct3Ms0113Yc6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": ©“172.17.0.2”
“proto”: “tcp”

“id_resp_h": “172.17.0.3”

“ts”: 1487596886.953917

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.bro.ParseBroEvent

Tags

bro, security, IDS, NIDS
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 63: allowable-values

string is embedded in the record_value field
of the record.

Name Description Allowable Values Default Sensitiel
Value
debug Enable debug. If enabled, the original JSON false false | false

Extra informations

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:

{

“conn”: {

“id.resp_p”: 9092,
“resp_pkts”: 0,
“resp_ip_bytes”: 0,
“local_orig”: true,
“orig_ip_bytes”: 0,
“orig_pkts”: 0,
“missed_bytes”: 0,
“history”: “Cc”,
“tunnel_parents™: [],
“id.orig_p”: 56762,
“local_resp”: true,

“uid”: “Ct3Ms0113YcopmMZx7”,
“conn_state”: “OTH”,
“id.orig_h": “172.17.0.27,
“proto”: “tcp”,
“id.resp_h”: “172.17.0.3”,
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“ts”: 1487596886.953917

}
It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:
“@timestamp”: “2017-02-20T13:36:327”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”’: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092
“resp_pkts”: 0
“resp_ip_bytes”: 0
“local_orig”: true
“orig_ip_bytes”: 0
“orig_pkts”: 0
“missed_bytes”: 0
“history”: “Cc”
“tunnel_parents”: []
“id_orig_p”: 56762
“local_resp”: true
“uid”: “Ct3Ms0113Yco6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": “172.17.0.2”
“proto”: “tcp”
“id_resp_h": “172.17.0.3”
“ts”: 1487596886.953917

ParseNetflowEvent

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

 Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.
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Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.netflow.ParseNetflowEvent

Tags

netflow, security

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 64: allowable-values

Name Description Allowable Values Default Sensitive
Value
debug Enable debug. If enabled, the original JSON false false | false

string is embedded in the record_value field
of the record.

output.record.tyghe output type of the record netflowevent | false | false
enrich.record | Enrich data. If enabledthe netflow record is false false | false
enriched with inferred data

Extra informations

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

» Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.

RunPython

11! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

Module

com.hurence.logisland:logisland-processor-scripting:1.4.1

Class

com.hurence.logisland.processor.scripting.python.RunPython

Tags

scripting, python

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 65: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

script.code.im

pdiss inline mode only. This is the python
code that should hold the import statements
if required.

null

false

false

script.code.ini

t The python code to be called when the pro-
cessor is initialized. This is the python
equivalent of the init method code for a java
processor. This is not mandatory but can
only be used if script.code.process is de-
fined (inline mode).

null

false

false

script.code.pr

ncEhe python code to be called to process
the records. This is the pyhton equiva-
lent of the process method code for a java
processor. For inline mode, this is the
only minimum required configuration prop-
erty. Using this property, you may also
optionally define the script.code.init and
script.code.imports properties.

null

false

false

script.path

The path to the user’s python processor
script. Use this property for file mode. Your
python code must be in a python file with
the following constraints: let’s say your py-
hton script is named MyProcessor.py. Then
MyProcessor.py is a module file that must
contain a class named MyProcessor which
must inherits from the Logisland delivered
class named AbstractProcessor. You can
then define your code in the process method
and in the other traditional methods (init. . .)
as you would do in java in a class inheriting
from the AbstractProcessor java class.

null

false

false

dependencies.

pathe path to the additional dependencies for
the user’s python code, whether using in-
line or file mode. This is optional as your
code may not have additional dependencies.
If you defined script.path (so using file
mode) and if dependencies.path is not de-
fined, Logisland will scan a potential direc-
tory named dependencies in the same direc-
tory where the script file resides and if it ex-
ists, any python code located there will be
loaded as dependency as needed.

null

false

false

logisland.depg

ndbecipathato the directory containing the
python dependencies shipped with logis-
land. You should not have to tune this pa-
rameter.

null

false

false

Extra informations
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

URLDecoder

Decode one or more field containing an URL with possibly special chars encoded ...

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics. URLDecoder

Tags

record, fields, Decode

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 66: allowable-values

Name Description Allowable Values Default Sensitie
Value

decode.fields| List of fields (URL) to decode null false | false

charset Charset to use to decode the URL UTF-8 false | false

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 67: dynamic-properties

Name Value Description Allowable Values Default EL
Value

fields to de- | a default | Decode one or more fields null false

code value from the record

Extra informations

Decode one or more field containing an URL with possibly special chars encoded.

ParseUserAgent

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

Module

com.hurence.logisland:logisland-processor-useragent:1.4.1

Class

com.hurence.logisland.processor.useragent.ParseUserAgent

Tags

User-Agent, clickstream, DMP

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

1.1. User Documentation
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Table 68: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

debug

Enable debug.

false

false

false

cache.enabled

Enable caching. Caching to avoid to redo
the same computation for many identical
User-Agent strings.

true

false

false

cache.size

Set the size of the cache.

1000

false

false

useragent.fiel

dMust contain the name of the field that con-
tains the User-Agent value in the incoming
record.

null

false

false

useragent.keef

p Defines if the field that contained the User-
Agent must be kept or not in the resulting
records.

true

false

false

confidence.en

atfedble confidence reporting. Each field will
report a confidence attribute with a value
comprised between 0 and 10000.

false

false

false

ambiguity.enablEdable ambiguity reporting.

Reports a
count of ambiguities.

false

false

false

fields

Defines the fields to be returned.

DeviceClass,
Device-
Name,
Device-
Brand,
DeviceCpu,
Device-
Firmware-
Version,
DeviceV-
ersion,
Operat-
ingSys-
temClass,
Operat-
ingSys-
temName,
Operat-
ingSys-
temVersion,
Operat-
ingSystem-
NameV-
ersion,
Operat-
ingSys-
temVersion-
Build, Lay-
outEngineCla
Lay-
outEngine-
Name, Lay-
outEngin-
eVer-

sion, Lay-

false

5,

false
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Extra informations

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

IncrementalWebSession

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.Incremental WebSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 69: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, debug informa- false false | false
tion are logged.

es.session.indedNfield of the field in the record defining the null false | false
ES index containing the web session docu-
ments.

es.session.typeName of the ES type of web session docu- null false | false
ments.

es.event.index.prefix of the index containing the web event null false | false
documents.

es.event.type.ndmee of the ES type of web event docu- null false | false
ments.

es.mapping.eydifutee sefsiom itdiexlmaxmntaining the map- null false | false
ping of web session documents.

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbanfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortloainfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

sessionlnactivityieuratimnofuthfididld containing the session sessionlnactivitydderatidalse
inactivity duration => will override default
value if set

session.timeouytsession timeout in sec 1800 false | false

eventsCounter.dhefiedche of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tileenamndieldthe field containing the date of firstEventDateTfatee | false
the first event => will override default value
if set

lastEventDate[Ttie warnficdfl the field containing the date of lastEventDate[Ttalse | false
the last event => will override default value
if set

newSessionReatha vamtedd the field containing the reason reasonForNewStdson false
why a new session was created => will over-
ride default value if set

transactionlds| otitefieddhe of the field containing all transac- transactionlds| false | false
tionlds => will override default value if set

source_of traffibrefifixor the source of the traffic related source_of traffitalse | false
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Extra informations

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

SetSourceOfTraffic

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the SetSourceOfTraffic processor needs to have access to an
Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.SetSourceOf Traffic
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Tags

session, traffic,

Properties

source, web, analytics

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 70: allowable-values

domain is a social network.

Name Description Allowable Values Default Sensitie
Value

referer.field | Name of the field containing the referer referer false | false
value in the session

first.visited.pag®Nfaid of the field containing the first visited firstVisitedPagefalse | false
page in the session

utm_source.figliName of the field containing the utm_source utm_source | false | false
value in the session

utm_medium.fidtddme of the field containing the utm_medium | false | false
utm_medium value in the session

utm_campaign.fdthe of the field containing the utm_campaign false | false
utm_campaign value in the session

utm_content.fieMame of the field containing the utm_content | false | false
utm_content value in the session

utm_term.field Name of the field containing the utm_term utm_term false | false
value in the session

source_of_traffiSisffifixfor the source of the traffic related source_of_traffifalse | false
fields

source_of _traffiSHoatdrdidcadditional source of trafic infor- false false | false
mation fields be added under a hierarchical
father field or not.

elasticsearch.clidntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

cache.service, Name of the cache service to use. null false | false

cache.validity|tifieoeut validity (in seconds) of an entry in 0 false | false
the cache.

debug If true, an additional debug field is added. false false | false
If the source info fields prefix is X, a de-
bug field named X_from_cache contains a
boolean value to indicate the origin of the
source fields. The default value for this
property is false (debug is disabled).

es.index Name of the ES index containing the list of null false | false
search engines and social network.

es.type Name of the ES type to use. default false | false

es.search_enginbldielelof the ES field used to specify that the search_engine false | false
domain is a search engine.

es.social_netwoNafieldf the ES field used to specify that the social_network false | false
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Extra informations

IpToFgdn

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToFqdn

Tags

dns, ip, fqdn, domain, address, fghn, reverse, resolution, enrich

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 71: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

fqdn.field

The field that will contain the full qualified
domain name corresponding to the ip ad-
dress.

null

false

false

overwrite.fqdn.fittlle field should be overwritten when it al-

ready exists.

false

false

false

cache.service

The name of the cache service to use.

null

false

false

cache.max.tin

1eThe amount of time, in seconds, for which
a cached FQDN value is valid in the cache
service. After this delay, the next new re-
quest to translate the same IP into FQDN
will trigger a new reverse DNS request and
the result will overwrite the entry in the
cache. This allows two things: if the IP was
not resolved into a FQDN, this will get a
chance to obtain a FQDN if the DNS sys-
tem has been updated, if the IP is resolved
into a FQDN, this will allow to be more ac-
curate if the DNS system has been updated.
A value of 0 seconds disables this expira-
tion mechanism. The default value is 84600
seconds, which corresponds to new requests
triggered every day if a record with the same
IP passes every day in the processor.

84600

false

false

resolution.tim|

eolite amount of time, in milliseconds, to wait
at most for the resolution to occur. This
avoids to block the stream for too much
time. Default value is 1000ms. If the delay
expires and no resolution could occur be-
fore, the FQDN field is not created. A spe-
cial value of 0 disables the logisland timeout
and the resolution request may last for many
seconds if the IP cannot be translated into
a FQDN by the underlying operating sys-
tem. In any case, whether the timeout oc-
curs in logisland of in the operating system,
the fact that a timeout occurs is kept in the
cache system so that a resolution request for
the same IP will not occur before the cache
entry expires.

1000

false

false

debug

If true, some additional debug fields are
added. If the FQDN field is named X, a de-
bug field named X_os_resolution_time_ms
contains the resolution time in ms (us-
ing the operating system, not the cache).
This field is added whether the resolu-
tion occurs or time is out. A debug field
named X_os_resolution_timeout contains a
boolean value to indicate if the timeout
occurred. Finally, a debug field named

false

false

false
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Extra informations

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

IpToGeo

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is *X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToGeo

Tags

geo, enrich, ip

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 72: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

iptogeo.servig

reThe reference to the IP to Geo service to use.

null

false

false

geo.fields

Comma separated list of geo information
fields to add to the record. Defaults to “*’,
which means to include all available fields.
If a list of fields is specified and the data
is not available, the geo field is not cre-
ated. The geo fields are dependant on the
underlying defined Ip to Geo service. The
currently only supported type of Ip to Geo
service is the Maxmind Ip to Geo service.
This means that the currently supported list
of geo fields is the following:continent: the
identified continent for this IP address. con-
tinent_code: the identified continent code
for this IP address. city: the identified city
for this IP address. latitude: the iden-
tified latitude for this IP address. longi-
tude: the identified longitude for this IP ad-
dress. location: the identified location for
this IP address, defined as Geo-point ex-
pressed as a string with the format: ‘lati-
tude,longitude’. accuracy_radius: the ap-
proximate accuracy radius, in kilometers,
around the latitude and longitude for the
location. time_zone: the identified time
zone for this IP address. subdivision N:
the identified subdivision for this IP ad-
dress. N is a one-up number at the end of
the attribute name, starting with 0. sub-
division_isocode_N: the iso code matching
the identified subdivision_N. country: the
identified country for this IP address. coun-
try_isocode: the iso code for the identified
country for this IP address. postalcode: the
identified postal code for this IP address.
lookup_micros: the number of microsec-
onds that the geo lookup took. The Ip to
Geo service must have the lookup_micros
property enabled in order to have this field
available.

false

false

geo.hierarchig

alShould the additional geo information fields
be added under a hierarchical father field or
not.

true

false

false

geo.hierarchig

alSufffixto use for the field holding geo infor-
mation. If geo.hierarchical is true, then use
this suffix appended to the IP field name to
define the father field name. This may be
used for instance to distinguish between geo
fields with various locales using many Ip to

Geo-—<arii mnmtanecag

_geo

false

false

Geo-servicenstances:

" é@o.ﬂat.sufﬁx

Suffix to use for geo information fields when
they are flat. If geo.hierarchical is false, then
use this suffix appended to the IP field name
but before the geo field name. This may be

_geot‘:ha?téT

fal
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Extra informations

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is ‘X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

ParseNetworkPacket

The ParseNetworkPacket processor is the Loglsland entry point to parse network packets captured either off-the-wire
(stream mode) or in pcap format (batch mode). In batch mode, the processor decodes the bytes of the incoming pcap
record, where a Global header followed by a sequence of [packet header, packet data] pairs are stored. Then, each
incoming pcap event is parsed into n packet records. The fields of packet headers are then extracted and made available
in dedicated record fields. See the Capturing Network packets tutorial for an example of usage of this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.networkpacket.ParseNetworkPacket

Tags

PCap, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 73: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. false false | false

flow.mode Flow Mode. Indicate whether packets are | batch, stream null false | false

provided in batch mode (via pcap files) or
in stream mode (without headers). Allowed
values are batch and stream.

Extra informations

No additional information is provided

BulkAddElasticsearch

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.Bulk AddElasticsearch
Tags
elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 74: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliértiseraice of the Controller Service to use null false | false
for accessing Elasticsearch.

default.index| The name of the index to insert into null false | true

default.type | The type of this document (used by Elastic- null false | true
search for indexing and searching)

timebased.indedo we add a date suffix no (no date added | no false | false

to default index),
today (today’s date
added to default
index),  yesterday
(yesterday’s  date
added to default

index)
es.index.field | the name of the event field containing es in- null false | false
dex name => will override index value if set
es.type.field | the name of the event field containing es doc null false | false

type => will override type value if set

Extra informations

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor.

FetchHBaseRow

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.FetchHBaseRow

Tags

hbase, scan, fetch, get, enrich
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 75: allowable-values

HBase row

(serialize events
as json  blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as
avro blocs), none
(send events as
bytes)

l.serializer. Avrq

l.serializer.JsonSerializ

SerialiZ

Name Description Allowable Values Default Sensitiel
Value

hbase.client.sefflieenstance of the Controller Service to use null false | false
for accessing HBase.

table.name.fiel@he field containing the name of the HBase null false | true
Table to fetch from.

row.identifier fifht field containing the identifier of the row null false | true
to fetch.

columns.field| The field containing an  optional null false | true
comma-separated list of ‘”<colFam-
ily>:<colQualifier>""" pairs to fetch. To
return all columns for a given family,
leave off the qualifier such as ‘“’<colFam-
ily1>,<colFamily2>"".

record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semalimee Koy dSadkdizkfatsali

er

cr

zer.KryoSerializer

record.schema the avro schema definition for the Avro seri-

alization

null

false

false

table.name.de

faillte table to use if table name field is not set

null

false

false

Extra informations

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

MultiGetElasticsearch

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

¢ index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is

mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.
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* type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

* includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

* excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :
* index (same field name as the incoming record) : name of the elasticsearch index.
* type (same field name as the incoming record) : name of the elasticsearch type.
¢ id (same field name as the incoming record) : retrieved document id.
* alist of String fields containing :
— field name : the retrieved field name

— field value : the retrieved field value

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.MultiGetElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 76: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

es.index.field| the name of the incoming records field con- null false | false
taining es index name to use in multiget
query.

es.type.field | the name of the incoming records field con- null false | false
taining es type name to use in multiget query

es.ids.field the name of the incoming records field con- null false | false
taining es document Ids to use in multiget
query

es.includes.fi¢ldhe name of the incoming records field con- null false | false

taining es includes to use in multiget query

es.excludes.fielthe name of the incoming records field con- null false | false

taining es excludes to use in multiget query

Extra informations

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is
mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.

type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :

index (same field name as the incoming record) : name of the elasticsearch index.
type (same field name as the incoming record) : name of the elasticsearch type.
id (same field name as the incoming record) : retrieved document id.
a list of String fields containing :

— field name : the retrieved field name

— field value : the retrieved field value

PutHBaseCell

Adds the Contents of a Record to HBase as the value of a single cell
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Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.PutHBaseCell

Tags

hadoop, hbase

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 77: allowable-values

zer.KryoSerializer

Name Description Allowable Values Default Sensitiel
Value
hbase.client.sefftieenstance of the Controller Service to use null false | false
for accessing HBase.
table.name.fiel@he field containing the name of the HBase null false | true
Table to put data into
row.identifier.filgecifies field containing the Row ID to use null false | true
when inserting data into HBase
row.identifier.erfSpekiifgesttheedata type of Row ID used when | String (Stores the | String false | false
inserting data into HBase. The default be- | value of row id as
havior is to convert the row id to a UTF-8 | a UTF-8 String.),
byte array. Choosing Binary will convert a | Binary (Stores the
binary formatted string to the correct byte[] | value of the rows id
representation. The Binary option should be | as a binary byte ar-
used if you are using Binary row keys in | ray. It expects that
HBase the row id is a binary
formatted string.)
column.family.Fibkdfield containing the Column Family to null false | true
use when inserting data into HBase
column.qualifiditfeefidld containing the Column Qualifier to null false | true
use when inserting data into HBase
batch.size The maximum number of Records to pro- 25 false | false
cess in a single execution. The Records will
be grouped by table, and a single Put per ta-
ble will be performed.
record.schema the avro schema definition for the Avro seri- null false | false
alization
record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semaliree Kooy dSEnikdnzkfatsali
HBase row (serialize events
as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as
bytes)
table.name.defatilte table table to use if table name field is null false | false
not set
column.family.dEfisudolumn family to use if column family null false | false
field is not set
column.qualifieftefenlumn qualifier to use if column qual- null false | false
ifier field is not set

Extra informations

Adds the Contents of a Record to HBase as the value of a single cell.
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EvaluateXPath

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must

be a valid XPath expression. If the expression matches nothing, no attributes is added.

Module

com.hurence.logisland:logisland-processor-xml:1.4.1

Class

com.hurence.logisland.processor.xml.EvaluateXPath

Tags

XML, evaluate, XPath

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.

Table 78: allowable-values

Name Description Allowable Values Default Sensitive.
Value
source Indicates the attribute containing the xml null false | false
data to evaluate xpath against.
validate_dtd | Specifies whether or not the XML content | true, false true false | false
should be validated against the DTD.
conflict.resoluti®vihavlicylo when a field with the same name | overwrite_existing keep_only_old_fiaiddd | false
already exists ? af field al-
ready exist),
keep_only_old_field
(keep only old field)
Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.
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Table 79: dynamic-properties

Name Value Description Allowable Values Default EL
Value
An attribute | An  XPath null false

the attribute is
set to the result
of the XPath
Expression.

expression

Extra informations

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must
be a valid XPath expression. If the expression matches nothing, no attributes is added.

ConsolidateSession

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As
an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:

LLINNT3

“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-

fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,

“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default’: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:

null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [*null”, “int”], “default’: null },{ “name”: “referer”, “type”: [“null”,
“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”’], “default”: null },{ “name’:
“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,
“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default”: null },{ “name”: “par-
tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

99, 99, < ELINNT3

},{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

CLINNT3

“boolean],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default”: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

99, < CLINY3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
},{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
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Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.ConsolidateSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 80: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, the original JSON null false | false
string is embedded in the record_value field
of the record.

session.timeouitsession timeout in sec 1800 false | false

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatmfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbainfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortleeinfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

eventsCounter.aiefiedthe of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tineenmmdielfithe field containing the date of firstEventDateTiabee | false
the first event => will override default value
if set

lastEventDate[Tthe warnfiedd the field containing the date of lastEventDate[Tiialse | false
the last event => will override default value
if set

sessionInactivityiduratienaduthfifidld containing the session sessionInactiviityddseratidalse
inactivity duration => will override default
value if set

Extra informations

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As

an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:
“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-
fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,
“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default”: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:
null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”’: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [“null”, “int”’], “default”: null },{ “name”: “referer”, “type”: [“null”,

“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”], “default’: null },{ “name”:

99
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LEINT3

“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,

LTINS 113

“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default’: null },{ “name”: “par-

9, <

tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

9, < 9, & ELINNT3

}.{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

LEINNTS

“boolean”],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default’: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

9, < CLINT3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
}{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

DetectOutliers

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

» Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

» Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

Module

com.hurence.logisland:logisland-processor-outlier-detection:1.4.1

Class

com.hurence.logisland.processor.DetectOutliers
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Tags

analytic, outlier, record, iot, timeseries

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 81: allowable-values

Name Description Allowable Values Default Sensitie
Value
value.field the numeric field to get the value record_value | false | false
time.field the numeric field to get the value record_time | false | false
output.record.tyghe output type of the record alert_match | false | false
rotation.poligy.type by_amount, by_amount | false | false
by_time, never
rotation.poli¢y.amount 100 false | false
rotation.poligy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
chunking.poljcy.type by_amount, by_amount | false | false
by_time, never
chunking.policy.amount 100 false | false
chunking.policy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
sketchy.outlier.algorithm SKETCHY_MOVING SMEDCHY _M@ENING_fMskD
batch.outlier.algorithm RAD RAD false | false
global.statisti¢csmmmmum value null false | false
global.statisti¢smasimum value null false | false
global.statisti¢s mmzam value null false | false
global.statisti¢s sttaltard deviation value null false | false
zscore.cutoffs.mernral utoffs level for normal outlier 0.000000000006418d | false
zscore.cutoffs.muderatetoffs level for moderate outlier 1.5 false | false
zscore.cutoffs.sesceneCutoffs level for severe outlier 10.0 false | false
zscore.cutoffs|nosEmedditbftalevel for notEnoughData out- 100 false | false
lier
smooth do smoothing ? false false | false
decay the decay 0.1 false | false
min.amount.torpiredinbuntToPredict 100 false | false
min_zscore_pencanikeorePercentile 50.0 false | false
reservoir_size| the size of points reservoir 100 false | false
rpca.force.diff No Description Provided. null false | false
rpca.lpenalty | No Description Provided. null false | false
rpca.min.recordNo Description Provided. null false | false
rpca.spenalty | No Description Provided. null false | false
rpca.threshold No Description Provided. null false | false
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Extra informations

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

* Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

* Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

EnrichRecordsElasticsearch

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.EnrichRecordsElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 82: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

record.key | The name of field in the input record con- null false | true
taining the document id to use in ES multi-
get query

es.index The name of the ES index to use in multiget null false | true
query.

es.type The name of the ES type to use in multiget default false | true
query.

es.includes.figldl'he name of the ES fields to include in the R false | true
record.

es.excludes.fi¢gl@he name of the ES fields to exclude. N/A false | false

Extra informations

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

ExcelExtract

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

Module

com.hurence.logisland:logisland-processor-excel:1.4.1

Class

com.hurence.logisland.processor.excel. ExcelExtract

Tags

excel, processor, poi

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 83: allowable-values

Name Description Allowable Values Default Sensitiel
Value
sheets Comma separated list of Excel document false | false
sheet names that should be extracted from
the excel document. If this property is left
blank then all of the sheets will be extracted
from the Excel document. You can specify
regular expressions. Any sheets not speci-
fied in this value will be ignored.
skip.columns | Comma delimited list of column numbers false | false
to skip. Use the columns number and not
the letter designation. Use this to skip
over columns anywhere in your worksheet
that you don’t want extracted as part of the
record.

field.names | The comma separated list representing the null false | false
names of columns of extracted cells. Order
matters! You should use either field.names
either field.row.header but not both together.
skip.rows The row number of the first row to start pro- 0 false | false
cessing.Use this to skip over rows of data at
the top of your worksheet that are not part of
the dataset. Empty rows of data anywhere in
the spreadsheet will always be skipped, no
matter what this value is set to.

record.type | Default type of record excel_record | false | false
field.row.headedf set, field names mapping will be ex- null false | false
tracted from the specified row number.
You should use either field.names either
field.row.header but not both together.

Extra informations

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

MatchIP

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]

(continues on next page)
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(continued from previous page)

bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1

Class

com.hurence.logisland.processor.MatchIP

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 84: allowable-values

Name Description Allowable Values Default Sensitivel
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRedaddcty pe update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 85: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO «]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

MatchQuery

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]
bytes_out:5000
user_name:tomx*

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1
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Class

com.hurence.logisland.processor.MatchQuery

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 86: allowable-values

Name Description Allowable Values Default Sensitie
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRe®uddctype update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.

Table 87: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched
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A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries.

ParseBroEvent

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:
{
“conn”: {

“id.resp_p”’: 9092,

“resp_pkts”: 0,

“resp_ip_bytes”: 0,

“local_orig”: true,

“orig_ip_bytes”: 0,

“orig_pkts™: 0,

“missed_bytes”: 0,

“history”: “Cc”,

“tunnel_parents”: [],

“id.orig_p”: 56762,

“local_resp”: true,

“uid”: “Ct3Ms0113Yc6pmMZx7”,

“conn_state”: “OTH”,

“id.orig_h": “172.17.0.27,

99, <

“proto”: “tcp”,
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“id.resp_h”: “172.17.0.3”,
“ts”: 1487596886.953917

}

It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:

“@timestamp”: “2017-02-20T13:36:32Z”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092

“resp_pkts”: O

“resp_ip_bytes”: 0

“local_orig”: true
“orig_ip_bytes”: 0

“orig_pkts”: 0

“missed_bytes”: 0

“history”: “Cc”

“tunnel_parents”: []

“id_orig_p”: 56762

“local_resp”: true

“uid”: “Ct3Ms0113Yc6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": ©“172.17.0.2”
“proto”: “tcp”

“id_resp_h": “172.17.0.3”

“ts”: 1487596886.953917

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.bro.ParseBroEvent

Tags

bro, security, IDS, NIDS
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 88: allowable-values

string is embedded in the record_value field
of the record.

Name Description Allowable Values Default Sensitiel
Value
debug Enable debug. If enabled, the original JSON false false | false

Extra informations

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:

{

“conn”: {

“id.resp_p”: 9092,
“resp_pkts”: 0,
“resp_ip_bytes”: 0,
“local_orig”: true,
“orig_ip_bytes”: 0,
“orig_pkts”: 0,
“missed_bytes”: 0,
“history”: “Cc”,
“tunnel_parents™: [],
“id.orig_p”: 56762,
“local_resp”: true,

“uid”: “Ct3Ms0113YcopmMZx7”,
“conn_state”: “OTH”,
“id.orig_h": “172.17.0.27,
“proto”: “tcp”,
“id.resp_h”: “172.17.0.3”,
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“ts”: 1487596886.953917

}
It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:
“@timestamp”: “2017-02-20T13:36:327”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”’: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092
“resp_pkts”: 0
“resp_ip_bytes”: 0
“local_orig”: true
“orig_ip_bytes”: 0
“orig_pkts”: 0
“missed_bytes”: 0
“history”: “Cc”
“tunnel_parents”: []
“id_orig_p”: 56762
“local_resp”: true
“uid”: “Ct3Ms0113Yco6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": “172.17.0.2”
“proto”: “tcp”
“id_resp_h": “172.17.0.3”
“ts”: 1487596886.953917

ParseNetflowEvent

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

 Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.
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Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.netflow.ParseNetflowEvent

Tags

netflow, security

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 89: allowable-values

Name Description Allowable Values Default Sensitive
Value
debug Enable debug. If enabled, the original JSON false false | false

string is embedded in the record_value field
of the record.

output.record.tyghe output type of the record netflowevent | false | false
enrich.record | Enrich data. If enabledthe netflow record is false false | false
enriched with inferred data

Extra informations

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

» Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.

RunPython

11! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

Module

com.hurence.logisland:logisland-processor-scripting:1.4.1

Class

com.hurence.logisland.processor.scripting.python.RunPython

Tags

scripting, python

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 90: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

script.code.im

pdiss inline mode only. This is the python
code that should hold the import statements
if required.

null

false

false

script.code.ini

t The python code to be called when the pro-
cessor is initialized. This is the python
equivalent of the init method code for a java
processor. This is not mandatory but can
only be used if script.code.process is de-
fined (inline mode).

null

false

false

script.code.pr

ncEhe python code to be called to process
the records. This is the pyhton equiva-
lent of the process method code for a java
processor. For inline mode, this is the
only minimum required configuration prop-
erty. Using this property, you may also
optionally define the script.code.init and
script.code.imports properties.

null

false

false

script.path

The path to the user’s python processor
script. Use this property for file mode. Your
python code must be in a python file with
the following constraints: let’s say your py-
hton script is named MyProcessor.py. Then
MyProcessor.py is a module file that must
contain a class named MyProcessor which
must inherits from the Logisland delivered
class named AbstractProcessor. You can
then define your code in the process method
and in the other traditional methods (init. . .)
as you would do in java in a class inheriting
from the AbstractProcessor java class.

null

false

false

dependencies.

pathe path to the additional dependencies for
the user’s python code, whether using in-
line or file mode. This is optional as your
code may not have additional dependencies.
If you defined script.path (so using file
mode) and if dependencies.path is not de-
fined, Logisland will scan a potential direc-
tory named dependencies in the same direc-
tory where the script file resides and if it ex-
ists, any python code located there will be
loaded as dependency as needed.

null

false

false

logisland.depg

ndbecipathato the directory containing the
python dependencies shipped with logis-
land. You should not have to tune this pa-
rameter.

null

false

false

Extra informations

111! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

URLDecoder

Decode one or more field containing an URL with possibly special chars encoded ...

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics. URLDecoder

Tags

record, fields, Decode

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 91: allowable-values

Name Description Allowable Values Default Sensitie
Value

decode.fields| List of fields (URL) to decode null false | false

charset Charset to use to decode the URL UTF-8 false | false

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 92: dynamic-properties

Name Value Description Allowable Values Default EL
Value

fields to de- | a default | Decode one or more fields null false

code value from the record

Extra informations

Decode one or more field containing an URL with possibly special chars encoded.

ParseUserAgent

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

Module

com.hurence.logisland:logisland-processor-useragent:1.4.1

Class

com.hurence.logisland.processor.useragent.ParseUserAgent

Tags

User-Agent, clickstream, DMP

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 93: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

debug

Enable debug.

false

false

false

cache.enabled

Enable caching. Caching to avoid to redo
the same computation for many identical
User-Agent strings.

true

false

false

cache.size

Set the size of the cache.

1000

false

false

useragent.fiel

dMust contain the name of the field that con-
tains the User-Agent value in the incoming
record.

null

false

false

useragent.keef

p Defines if the field that contained the User-
Agent must be kept or not in the resulting
records.

true

false

false

confidence.en

atfedble confidence reporting. Each field will
report a confidence attribute with a value
comprised between 0 and 10000.

false

false

false

ambiguity.enablEdable ambiguity reporting.

Reports a
count of ambiguities.

false

false

false

fields

Defines the fields to be returned.

DeviceClass,
Device-
Name,
Device-
Brand,
DeviceCpu,
Device-
Firmware-
Version,
DeviceV-
ersion,
Operat-
ingSys-
temClass,
Operat-
ingSys-
temName,
Operat-
ingSys-
temVersion,
Operat-
ingSystem-
NameV-
ersion,
Operat-
ingSys-
temVersion-
Build, Lay-
outEngineCla
Lay-
outEngine-
Name, Lay-
outEngin-
eVer-

sion, Lay-

false

5,

false
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Extra informations

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

IncrementalWebSession

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.Incremental WebSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 94: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, debug informa- false false | false
tion are logged.

es.session.indedNfield of the field in the record defining the null false | false
ES index containing the web session docu-
ments.

es.session.typeName of the ES type of web session docu- null false | false
ments.

es.event.index.prefix of the index containing the web event null false | false
documents.

es.event.type.ndmee of the ES type of web event docu- null false | false
ments.

es.mapping.eydifutee sefsiom itdiexlmaxmntaining the map- null false | false
ping of web session documents.

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbanfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortloainfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

sessionlnactivityieuratimnofuthfididld containing the session sessionlnactivitydderatidalse
inactivity duration => will override default
value if set

session.timeouytsession timeout in sec 1800 false | false

eventsCounter.dhefiedche of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tileenamndieldthe field containing the date of firstEventDateTfatee | false
the first event => will override default value
if set

lastEventDate[Ttie warnficdfl the field containing the date of lastEventDate[Ttalse | false
the last event => will override default value
if set

newSessionReatha vamtedd the field containing the reason reasonForNewStdson false
why a new session was created => will over-
ride default value if set

transactionlds| otitefieddhe of the field containing all transac- transactionlds| false | false
tionlds => will override default value if set

source_of traffibrefifixor the source of the traffic related source_of traffitalse | false
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Extra informations

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

SetSourceOfTraffic

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the SetSourceOfTraffic processor needs to have access to an
Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.SetSourceOf Traffic
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Tags

session, traffic,

Properties

source, web, analytics

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 95: allowable-values

domain is a social network.

Name Description Allowable Values Default Sensitie
Value

referer.field | Name of the field containing the referer referer false | false
value in the session

first.visited.pag®Nfaid of the field containing the first visited firstVisitedPagefalse | false
page in the session

utm_source.figliName of the field containing the utm_source utm_source | false | false
value in the session

utm_medium.fidtddme of the field containing the utm_medium | false | false
utm_medium value in the session

utm_campaign.fdthe of the field containing the utm_campaign false | false
utm_campaign value in the session

utm_content.fieMame of the field containing the utm_content | false | false
utm_content value in the session

utm_term.field Name of the field containing the utm_term utm_term false | false
value in the session

source_of_traffiSisffifixfor the source of the traffic related source_of_traffifalse | false
fields

source_of _traffiSHoatdrdidcadditional source of trafic infor- false false | false
mation fields be added under a hierarchical
father field or not.

elasticsearch.clidntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

cache.service, Name of the cache service to use. null false | false

cache.validity|tifieoeut validity (in seconds) of an entry in 0 false | false
the cache.

debug If true, an additional debug field is added. false false | false
If the source info fields prefix is X, a de-
bug field named X_from_cache contains a
boolean value to indicate the origin of the
source fields. The default value for this
property is false (debug is disabled).

es.index Name of the ES index containing the list of null false | false
search engines and social network.

es.type Name of the ES type to use. default false | false

es.search_enginbldielelof the ES field used to specify that the search_engine false | false
domain is a search engine.

es.social_netwoNafieldf the ES field used to specify that the social_network false | false
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Extra informations

IpToFgdn

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToFqdn

Tags

dns, ip, fqdn, domain, address, fghn, reverse, resolution, enrich

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 96: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

fqdn.field

The field that will contain the full qualified
domain name corresponding to the ip ad-
dress.

null

false

false

overwrite.fqdn.fittlle field should be overwritten when it al-

ready exists.

false

false

false

cache.service

The name of the cache service to use.

null

false

false

cache.max.tin

1eThe amount of time, in seconds, for which
a cached FQDN value is valid in the cache
service. After this delay, the next new re-
quest to translate the same IP into FQDN
will trigger a new reverse DNS request and
the result will overwrite the entry in the
cache. This allows two things: if the IP was
not resolved into a FQDN, this will get a
chance to obtain a FQDN if the DNS sys-
tem has been updated, if the IP is resolved
into a FQDN, this will allow to be more ac-
curate if the DNS system has been updated.
A value of 0 seconds disables this expira-
tion mechanism. The default value is 84600
seconds, which corresponds to new requests
triggered every day if a record with the same
IP passes every day in the processor.

84600

false

false

resolution.tim|

eolite amount of time, in milliseconds, to wait
at most for the resolution to occur. This
avoids to block the stream for too much
time. Default value is 1000ms. If the delay
expires and no resolution could occur be-
fore, the FQDN field is not created. A spe-
cial value of 0 disables the logisland timeout
and the resolution request may last for many
seconds if the IP cannot be translated into
a FQDN by the underlying operating sys-
tem. In any case, whether the timeout oc-
curs in logisland of in the operating system,
the fact that a timeout occurs is kept in the
cache system so that a resolution request for
the same IP will not occur before the cache
entry expires.

1000

false

false

debug

If true, some additional debug fields are
added. If the FQDN field is named X, a de-
bug field named X_os_resolution_time_ms
contains the resolution time in ms (us-
ing the operating system, not the cache).
This field is added whether the resolu-
tion occurs or time is out. A debug field
named X_os_resolution_timeout contains a
boolean value to indicate if the timeout
occurred. Finally, a debug field named

false

false

false
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Extra informations

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

IpToGeo

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is *X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToGeo

Tags

geo, enrich, ip

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 97: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

iptogeo.servig

reThe reference to the IP to Geo service to use.

null

false

false

geo.fields

Comma separated list of geo information
fields to add to the record. Defaults to “*’,
which means to include all available fields.
If a list of fields is specified and the data
is not available, the geo field is not cre-
ated. The geo fields are dependant on the
underlying defined Ip to Geo service. The
currently only supported type of Ip to Geo
service is the Maxmind Ip to Geo service.
This means that the currently supported list
of geo fields is the following:continent: the
identified continent for this IP address. con-
tinent_code: the identified continent code
for this IP address. city: the identified city
for this IP address. latitude: the iden-
tified latitude for this IP address. longi-
tude: the identified longitude for this IP ad-
dress. location: the identified location for
this IP address, defined as Geo-point ex-
pressed as a string with the format: ‘lati-
tude,longitude’. accuracy_radius: the ap-
proximate accuracy radius, in kilometers,
around the latitude and longitude for the
location. time_zone: the identified time
zone for this IP address. subdivision N:
the identified subdivision for this IP ad-
dress. N is a one-up number at the end of
the attribute name, starting with 0. sub-
division_isocode_N: the iso code matching
the identified subdivision_N. country: the
identified country for this IP address. coun-
try_isocode: the iso code for the identified
country for this IP address. postalcode: the
identified postal code for this IP address.
lookup_micros: the number of microsec-
onds that the geo lookup took. The Ip to
Geo service must have the lookup_micros
property enabled in order to have this field
available.

false

false

geo.hierarchig

alShould the additional geo information fields
be added under a hierarchical father field or
not.

true

false

false

geo.hierarchig

alSufffixto use for the field holding geo infor-
mation. If geo.hierarchical is true, then use
this suffix appended to the IP field name to
define the father field name. This may be
used for instance to distinguish between geo
fields with various locales using many Ip to

Geo-—<arii mnmtanecag

_geo

false

false

Geo-servicenstances:

" ggo.ﬂat.sufﬁx

Suffix to use for geo information fields when
they are flat. If geo.hierarchical is false, then
use this suffix appended to the IP field name
but before the geo field name. This may be

_geot‘:ha?téT

fal
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Extra informations

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is ‘X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

ParseNetworkPacket

The ParseNetworkPacket processor is the Loglsland entry point to parse network packets captured either off-the-wire
(stream mode) or in pcap format (batch mode). In batch mode, the processor decodes the bytes of the incoming pcap
record, where a Global header followed by a sequence of [packet header, packet data] pairs are stored. Then, each
incoming pcap event is parsed into n packet records. The fields of packet headers are then extracted and made available
in dedicated record fields. See the Capturing Network packets tutorial for an example of usage of this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.networkpacket.ParseNetworkPacket

Tags

PCap, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 98: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. false false | false

flow.mode Flow Mode. Indicate whether packets are | batch, stream null false | false

provided in batch mode (via pcap files) or
in stream mode (without headers). Allowed
values are batch and stream.

Extra informations

No additional information is provided

BulkAddElasticsearch

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.Bulk AddElasticsearch
Tags
elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .

164 Chapter 1. Contents:


expression-language.html

logisland Documentation, Release 1.1.2

Table 99: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliértiseraice of the Controller Service to use null false | false
for accessing Elasticsearch.

default.index| The name of the index to insert into null false | true

default.type | The type of this document (used by Elastic- null false | true
search for indexing and searching)

timebased.indedo we add a date suffix no (no date added | no false | false

to default index),
today (today’s date
added to default
index),  yesterday
(yesterday’s  date
added to default

index)
es.index.field | the name of the event field containing es in- null false | false
dex name => will override index value if set
es.type.field | the name of the event field containing es doc null false | false

type => will override type value if set

Extra informations

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor.

FetchHBaseRow

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.FetchHBaseRow

Tags

hbase, scan, fetch, get, enrich
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 100: allowable-values

HBase row

(serialize events
as json  blocs),
com.hurence.logislan
(serialize events
as json  blocs),
com.hurence.logislan
(serialize events as
avro blocs), none
(send events as
bytes)

l.serializer. Avrq

l.serializer.JsonSerializ

SerialiZ

Name Description Allowable Values Default Sensitiel
Value

hbase.client.sefflieenstance of the Controller Service to use null false | false
for accessing HBase.

table.name.fiel@he field containing the name of the HBase null false | true
Table to fetch from.

row.identifier fifht field containing the identifier of the row null false | true
to fetch.

columns.field| The field containing an  optional null false | true
comma-separated list of ‘”<colFam-
ily>:<colQualifier>""" pairs to fetch. To
return all columns for a given family,
leave off the qualifier such as ‘“’<colFam-
ily1>,<colFamily2>"".

record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semalimee Koy dSadkdizkfatsali

er

cr

zer.KryoSerializer

record.schema the avro schema definition for the Avro seri-

alization

null

false

false

table.name.de

faillte table to use if table name field is not set

null

false

false

Extra informations

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

MultiGetElasticsearch

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

¢ index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is

mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.
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* type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

* includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

* excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :
* index (same field name as the incoming record) : name of the elasticsearch index.
* type (same field name as the incoming record) : name of the elasticsearch type.
¢ id (same field name as the incoming record) : retrieved document id.
* alist of String fields containing :
— field name : the retrieved field name

— field value : the retrieved field value

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.MultiGetElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 101: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

es.index.field| the name of the incoming records field con- null false | false
taining es index name to use in multiget
query.

es.type.field | the name of the incoming records field con- null false | false
taining es type name to use in multiget query

es.ids.field the name of the incoming records field con- null false | false
taining es document Ids to use in multiget
query

es.includes.fi¢ldhe name of the incoming records field con- null false | false

taining es includes to use in multiget query

es.excludes.fielthe name of the incoming records field con- null false | false

taining es excludes to use in multiget query

Extra informations

Retrieves a content indexed in elasticsearch using elasticsearch multiget queries. Each incoming record contains
information regarding the elasticsearch multiget query that will be performed. This information is stored in record
fields whose names are configured in the plugin properties (see below) :

index (String) : name of the elasticsearch index on which the multiget query will be performed. This field is
mandatory and should not be empty, otherwise an error output record is sent for this specific incoming record.

type (String) : name of the elasticsearch type on which the multiget query will be performed. This field is not
mandatory.

ids (String) : comma separated list of document ids to fetch. This field is mandatory and should not be empty,
otherwise an error output record is sent for this specific incoming record.

includes (String) : comma separated list of patterns to filter in (include) fields to retrieve. Supports wildcards.
This field is not mandatory.

excludes (String) : comma separated list of patterns to filter out (exclude) fields to retrieve. Supports wildcards.
This field is not mandatory.

Each outcoming record holds data of one elasticsearch retrieved document. This data is stored in these fields :

index (same field name as the incoming record) : name of the elasticsearch index.
type (same field name as the incoming record) : name of the elasticsearch type.
id (same field name as the incoming record) : retrieved document id.
a list of String fields containing :

— field name : the retrieved field name

— field value : the retrieved field value

PutHBaseCell

Adds the Contents of a Record to HBase as the value of a single cell
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Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.PutHBaseCell

Tags

hadoop, hbase

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 102: allowable-values

zer.KryoSerializer

Name Description Allowable Values Default Sensitiel
Value
hbase.client.sefftieenstance of the Controller Service to use null false | false
for accessing HBase.
table.name.fiel@he field containing the name of the HBase null false | true
Table to put data into
row.identifier.filgecifies field containing the Row ID to use null false | true
when inserting data into HBase
row.identifier.erfSpekiifgesttheedata type of Row ID used when | String (Stores the | String false | false
inserting data into HBase. The default be- | value of row id as
havior is to convert the row id to a UTF-8 | a UTF-8 String.),
byte array. Choosing Binary will convert a | Binary (Stores the
binary formatted string to the correct byte[] | value of the rows id
representation. The Binary option should be | as a binary byte ar-
used if you are using Binary row keys in | ray. It expects that
HBase the row id is a binary
formatted string.)
column.family.Fibkdfield containing the Column Family to null false | true
use when inserting data into HBase
column.qualifiditfeefidld containing the Column Qualifier to null false | true
use when inserting data into HBase
batch.size The maximum number of Records to pro- 25 false | false
cess in a single execution. The Records will
be grouped by table, and a single Put per ta-
ble will be performed.
record.schema the avro schema definition for the Avro seri- null false | false
alization
record.serializethe serializer needed to i/o the record in the | com.hurence.logisland.semaliree Kooy dSEnikdnzkfatsali
HBase row (serialize events
as json  blocs),
com.hurence.logisland.serializer.JsonSerializer
(serialize events
as json  blocs),
com.hurence.logisland.serializer. AvrgSerializer
(serialize events as
avro blocs), none
(send events as
bytes)
table.name.defatilte table table to use if table name field is null false | false
not set
column.family.dEfisudolumn family to use if column family null false | false
field is not set
column.qualifieftefenlumn qualifier to use if column qual- null false | false
ifier field is not set

Extra informations

Adds the Contents of a Record to HBase as the value of a single cell.
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EvaluateXPath

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must

be a valid XPath expression. If the expression matches nothing, no attributes is added.

Module

com.hurence.logisland:logisland-processor-xml:1.4.1

Class

com.hurence.logisland.processor.xml.EvaluateXPath

Tags

XML, evaluate, XPath

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values.

Table 103: allowable-values

Name Description Allowable Values Default Sensitive.
Value
source Indicates the attribute containing the xml null false | false
data to evaluate xpath against.
validate_dtd | Specifies whether or not the XML content | true, false true false | false
should be validated against the DTD.
conflict.resoluti®vihavlicylo when a field with the same name | overwrite_existing keep_only_old_fiaiddd | false
already exists ? af field al-
ready exist),
keep_only_old_field
(keep only old field)
Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.
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Table 104: dynamic-properties

Name Value Description Allowable Values Default EL
Value
An attribute | An  XPath null false

the attribute is
set to the result
of the XPath
Expression.

expression

Extra informations

Evaluates one or more XPaths against the content of a record. The results of those XPaths are assigned to new attributes
in the records, depending on configuration of the Processor. XPaths are entered by adding user-defined properties; the
name of the property maps to the Attribute Name into which the result will be placed. The value of the property must
be a valid XPath expression. If the expression matches nothing, no attributes is added.

ConsolidateSession

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As
an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:

LLINNT3

“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-

fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,

“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default’: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:

null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [*null”, “int”], “default’: null },{ “name”: “referer”, “type”: [“null”,
“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”’], “default”: null },{ “name’:
“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,
“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default”: null },{ “name”: “par-
tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

99, 99, < ELINNT3

},{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

CLINNT3

“boolean],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default”: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

99, < CLINY3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
},{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
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Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.ConsolidateSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 105: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, the original JSON null false | false
string is embedded in the record_value field
of the record.

session.timeouitsession timeout in sec 1800 false | false

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatmfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbainfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortleeinfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

eventsCounter.aiefiedthe of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tineenmmdielfithe field containing the date of firstEventDateTiabee | false
the first event => will override default value
if set

lastEventDate[Tthe warnfiedd the field containing the date of lastEventDate[Tiialse | false
the last event => will override default value
if set

sessionInactivityiduratienaduthfifidld containing the session sessionInactiviityddseratidalse
inactivity duration => will override default
value if set

Extra informations

The ConsolidateSession processor is the Logisland entry point to get and process events from the Web Analytics.As

an example here is an incoming event from the Web Analytics:

“fields”: [{ “name”: “timestamp”, “type”: “long” },{ “name”: “remoteHost”, “type”: “string”},{ ‘“name’:
“record_type”, “type”: [“null”, “string”], “default”: null },{ “name”: “record_id”, “type”: [“null”, “string”], “de-
fault”: null },{ “name”: “location”, “type”: [“null”, “string”], “default”: null },{ “name”: “hitType”, “type”: [“null”,
“string”’], “default”: null },{ “name”: “eventCategory”, “type”: [“null”, “string”], “default”: null },{ “name”: “even-
tAction”, “type”: [“null”, “string”], “default”: null },{ “name”: “eventLabel”, “type”: [“null”, “string”], “default”:
null },{ “name”: “localPath”, “type”: [“null”, “string”], “default”’: null },{ “name”: “q”, “type”: [“null”, “string”],
“default”: null },{ “name”: “n”, “type”: [“null”, “int”’], “default”: null },{ “name”: “referer”, “type”: [“null”,

“string”], “default”: null },{ “name”: “viewportPixelWidth”, “type”: [“null”, “int”], “default’: null },{ “name”:

99
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LEINT3

“viewportPixelHeight”, “type”: [“null”, “int”], “default”: null },{ “name”: “screenPixelWidth”, “type”: [“null”,

LTINS 113

“int”], “default”: null },{ “name”: “screenPixelHeight”, “type”: [“null”, “int”’], “default’: null },{ “name”: “par-

9, <

tyld”, “type”: [“null”, “string”], “default”: null },{ “name”: “sessionld”, “type”: [“null”, “string”], “default”: null

9, < 9, & ELINNT3

}.{ “name”: “pageViewld”, “type”: [“null”, “string”], “default”: null },{ “name”: “is_newSession”, “type”: [“null”,

LEINNTS

“boolean”],’default”: null },{ “name”: “userAgentString”, “type”: [“null”, “string”], “default’: null },{ “name’:

CEINNT3

“pageType”, “type”: [“null”, “string”], “default’: null },{ “name”: “Userld”, “type”: [“null”, “string”], “default”:

9, < CLINT3

null },{ “name”: “B2Bunit”, “type”: [“null”, “string”], “default”: null },{ “name”: “pointOfService”, “type”: [“null”,

9,

“string”], “default”: null },{ “name”: “companyID”, “type”: [“null”, “string”], “default”: null },{ “name”: “Group-
Code”, “type”: [“null”, “string”], “default”: null },{ “name”: “userRoles”, “type”: [“null”, “string”], “default”: null
}{ “name”: “is_PunchOut”, “type”: [“null”, “string”], “default”: null }]The ConsolidateSession processor groups
the records by sessions and compute the duration between now and the last received event. If the distance from the
last event is beyond a given threshold (by default 30mn), then the session is considered closed.The ConsolidateSes-
sion is building an aggregated session object for each active session.This aggregated object includes: - The actual
session duration. - A boolean representing wether the session is considered active or closed. Note: it is possible to
ressurect a session if for instance an event arrives after a session has been marked closed. - User related infos: userld,
B2Bunit code, groupCode, userRoles, companyld - First visited page: URL - Last visited page: URL The properties
to configure the processor are: - sessionid.field: Property name containing the session identifier (default: sessionld).
- timestamp.field: Property name containing the timestamp of the event (default: timestamp). - session.timeout:
Timeframe of inactivity (in seconds) after which a session is considered closed (default: 30mn). - visitedpage.field:
Property name containing the page visited by the customer (default: location). - fields.to.return: List of fields to return
in the aggregated object. (default: N/A)

DetectOutliers

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

» Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

» Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

Module

com.hurence.logisland:logisland-processor-outlier-detection:1.4.1

Class

com.hurence.logisland.processor.DetectOutliers
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Tags

analytic, outlier, record, iot, timeseries

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 106: allowable-values

Name Description Allowable Values Default Sensitie
Value
value.field the numeric field to get the value record_value | false | false
time.field the numeric field to get the value record_time | false | false
output.record.tyghe output type of the record alert_match | false | false
rotation.poligy.type by_amount, by_amount | false | false
by_time, never
rotation.poli¢y.amount 100 false | false
rotation.poligy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
chunking.poljcy.type by_amount, by_amount | false | false
by_time, never
chunking.policy.amount 100 false | false
chunking.policy.unit milliseconds, sec- | points false | false
onds, hours, days,
months, years,
points
sketchy.outlier.algorithm SKETCHY_MOVING SMEDCHY _M@ENING_fMskD
batch.outlier.algorithm RAD RAD false | false
global.statisti¢csmmmmum value null false | false
global.statisti¢smasimum value null false | false
global.statisti¢s mmzam value null false | false
global.statisti¢s sttaltard deviation value null false | false
zscore.cutoffs.mernral utoffs level for normal outlier 0.000000000006418d | false
zscore.cutoffs.muderatetoffs level for moderate outlier 1.5 false | false
zscore.cutoffs.sesceneCutoffs level for severe outlier 10.0 false | false
zscore.cutoffs|nosEmedditbftalevel for notEnoughData out- 100 false | false
lier
smooth do smoothing ? false false | false
decay the decay 0.1 false | false
min.amount.torpiredinbuntToPredict 100 false | false
min_zscore_pencanikeorePercentile 50.0 false | false
reservoir_size| the size of points reservoir 100 false | false
rpca.force.diff No Description Provided. null false | false
rpca.lpenalty | No Description Provided. null false | false
rpca.min.recordNo Description Provided. null false | false
rpca.spenalty | No Description Provided. null false | false
rpca.threshold No Description Provided. null false | false

176

Chapter 1. Contents:



logisland Documentation, Release 1.1.2

Extra informations

Outlier Analysis: A Hybrid Approach
In order to function at scale, a two-phase approach is taken
For every data point

* Detect outlier candidates using a robust estimator of variability (e.g. median absolute deviation) that uses distri-
butional sketching (e.g. Q-trees)

* Gather a biased sample (biased by recency)
» Extremely deterministic in space and cheap in computation
For every outlier candidate

* Use traditional, more computationally complex approaches to outlier analysis (e.g. Robust PCA) on the biased
sample

» Expensive computationally, but run infrequently

This becomes a data filter which can be attached to a timeseries data stream within a distributed computational frame-
work (i.e. Storm, Spark, Flink, NiFi) to detect outliers.

EnrichRecordsElasticsearch

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.EnrichRecordsElasticsearch

Tags

elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 107: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliéntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

record.key | The name of field in the input record con- null false | true
taining the document id to use in ES multi-
get query

es.index The name of the ES index to use in multiget null false | true
query.

es.type The name of the ES type to use in multiget default false | true
query.

es.includes.figldl'he name of the ES fields to include in the R false | true
record.

es.excludes.fi¢gl@he name of the ES fields to exclude. N/A false | false

Extra informations

Enrich input records with content indexed in elasticsearch using multiget queries. Each incoming record must be
possibly enriched with information stored in elasticsearch. Each outcoming record holds at least the input record plus
potentially one or more fields coming from of one elasticsearch document.

ExcelExtract

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

Module

com.hurence.logisland:logisland-processor-excel:1.4.1

Class

com.hurence.logisland.processor.excel. ExcelExtract

Tags

excel, processor, poi

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 108: allowable-values

Name Description Allowable Values Default Sensitiel
Value
sheets Comma separated list of Excel document false | false
sheet names that should be extracted from
the excel document. If this property is left
blank then all of the sheets will be extracted
from the Excel document. You can specify
regular expressions. Any sheets not speci-
fied in this value will be ignored.
skip.columns | Comma delimited list of column numbers false | false
to skip. Use the columns number and not
the letter designation. Use this to skip
over columns anywhere in your worksheet
that you don’t want extracted as part of the
record.

field.names | The comma separated list representing the null false | false
names of columns of extracted cells. Order
matters! You should use either field.names
either field.row.header but not both together.
skip.rows The row number of the first row to start pro- 0 false | false
cessing.Use this to skip over rows of data at
the top of your worksheet that are not part of
the dataset. Empty rows of data anywhere in
the spreadsheet will always be skipped, no
matter what this value is set to.

record.type | Default type of record excel_record | false | false
field.row.headedf set, field names mapping will be ex- null false | false
tracted from the specified row number.
You should use either field.names either
field.row.header but not both together.

Extra informations

Consumes a Microsoft Excel document and converts each worksheet’s line to a structured record. The processor is
assuming to receive raw excel file as input record.

MatchIP

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]

(continues on next page)
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(continued from previous page)

bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1

Class

com.hurence.logisland.processor.MatchIP

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 109: allowable-values

Name Description Allowable Values Default Sensitivel
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRedaddcty pe update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 110: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

IP address Query matching (using ‘Luwak <http://www.confluent.io/blog/real-time-full-text-search-with-luwak-
and-samza/>)‘_

You can use this processor to handle custom events matching IP address (CIDR) The record sent from a matching an
IP address record is tagged appropriately.

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO «]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

MatchQuery

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched

A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =*]
bytes_out:5000
user_name:tomx*

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries

Module

com.hurence.logisland:logisland-processor-querymatcher:1.4.1
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Class

com.hurence.logisland.processor.MatchQuery

Tags

analytic, percolator, record, record, query, lucene

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 111: allowable-values

Name Description Allowable Values Default Sensitie
Value
numeric.field§ a comma separated string of numeric field to null false | false
be matched
output.record.tyhe output type of the record alert_match | false | false
record.type.updRe®uddctype update policy overwrite false | false
policy.onmatch the policy applied to match events: ‘first’ first false | false

(default value) match events are tagged with
the name and value of the first query that
matched;’all’ match events are tagged with
all names and values of the queries that
matched.

policy.onmiss| the policy applied to miss events: ‘dis- discard false | false
card’ (default value) drop events that did
not match any query;’forward’ include also
events that did not match any query.

Dynamic Properties
Dynamic Properties allow the user to specify both the name and value of a property.

Table 112: dynamic-properties

Name Value Description Allowable Values Default EL
Value
query some generate a new record when null true
Lucene this query is matched
query

Extra informations

Query matching based on Luwak

you can use this processor to handle custom events defined by lucene queries a new record is added to output each
time a registered query is matched
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A query is expressed as a lucene query against a field like for example:

message: 'bad exception'
error_count:[10 TO =]
bytes_out:5000
user_name:tomx

Please read the Lucene syntax guide for supported operations

Warning: don’t forget to set numeric fields property to handle correctly numeric ranges queries.

ParseBroEvent

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:
{
“conn”: {

“id.resp_p”’: 9092,

“resp_pkts”: 0,

“resp_ip_bytes”: 0,

“local_orig”: true,

“orig_ip_bytes”: 0,

“orig_pkts™: 0,

“missed_bytes”: 0,

“history”: “Cc”,

“tunnel_parents”: [],

“id.orig_p”: 56762,

“local_resp”: true,

“uid”: “Ct3Ms0113Yc6pmMZx7”,

“conn_state”: “OTH”,

“id.orig_h": “172.17.0.27,

99, <

“proto”: “tcp”,
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“id.resp_h”: “172.17.0.3”,
“ts”: 1487596886.953917

}

It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:

“@timestamp”: “2017-02-20T13:36:32Z”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092

“resp_pkts”: O

“resp_ip_bytes”: 0

“local_orig”: true
“orig_ip_bytes”: 0

“orig_pkts”: 0

“missed_bytes”: 0

“history”: “Cc”

“tunnel_parents”: []

“id_orig_p”: 56762

“local_resp”: true

“uid”: “Ct3Ms0113Yc6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": ©“172.17.0.2”
“proto”: “tcp”

“id_resp_h": “172.17.0.3”

“ts”: 1487596886.953917

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.bro.ParseBroEvent

Tags

bro, security, IDS, NIDS
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 113: allowable-values

string is embedded in the record_value field
of the record.

Name Description Allowable Values Default Sensitiel
Value
debug Enable debug. If enabled, the original JSON false false | false

Extra informations

The ParseBroEvent processor is the Logisland entry point to get and process Bro events. The Bro-Kafka plugin should
be used and configured in order to have Bro events sent to Kafka. See the Bro/Logisland tutorial for an example of
usage for this processor. The ParseBroEvent processor does some minor pre-processing on incoming Bro events from
the Bro-Kafka plugin to adapt them to Logisland.

Basically the events coming from the Bro-Kafka plugin are JSON documents with a first level field indicating the type
of the event. The ParseBroEvent processor takes the incoming JSON document, sets the event type in a record_type
field and sets the original sub-fields of the JSON event as first level fields in the record. Also any dot in a field name is
transformed into an underscore. Thus, for instance, the field id.orig_h becomes id_orig_h. The next processors in the
stream can then process the Bro events generated by this ParseBroEvent processor.

As an example here is an incoming event from Bro:

{

“conn”: {

“id.resp_p”: 9092,
“resp_pkts”: 0,
“resp_ip_bytes”: 0,
“local_orig”: true,
“orig_ip_bytes”: 0,
“orig_pkts”: 0,
“missed_bytes”: 0,
“history”: “Cc”,
“tunnel_parents™: [],
“id.orig_p”: 56762,
“local_resp”: true,

“uid”: “Ct3Ms0113YcopmMZx7”,
“conn_state”: “OTH”,
“id.orig_h": “172.17.0.27,
“proto”: “tcp”,
“id.resp_h”: “172.17.0.3”,
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“ts”: 1487596886.953917

}
It gets processed and transformed into the following Logisland record by the ParseBroEvent processor:
“@timestamp”: “2017-02-20T13:36:327”
“record_id”: “6361f80a-c5c9-4a16-9045-4bb51736333d”
“record_time”’: 1487597792782
“record_type”: “conn”
“id_resp_p”: 9092
“resp_pkts”: 0
“resp_ip_bytes”: 0
“local_orig”: true
“orig_ip_bytes”: 0
“orig_pkts”: 0
“missed_bytes”: 0
“history”: “Cc”
“tunnel_parents”: []
“id_orig_p”: 56762
“local_resp”: true
“uid”: “Ct3Ms0113Yco6pmMZx7”
“conn_state”: “OTH”
“id_orig_h": “172.17.0.2”
“proto”: “tcp”
“id_resp_h": “172.17.0.3”
“ts”: 1487596886.953917

ParseNetflowEvent

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

 Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.
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Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.netflow.ParseNetflowEvent

Tags

netflow, security

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 114: allowable-values

Name Description Allowable Values Default Sensitive
Value
debug Enable debug. If enabled, the original JSON false false | false

string is embedded in the record_value field
of the record.

output.record.tyghe output type of the record netflowevent | false | false
enrich.record | Enrich data. If enabledthe netflow record is false false | false
enriched with inferred data

Extra informations

The Netflow V5 processor is the Logisland entry point to process Netflow (V5) events. NetFlow is a feature introduced
on Cisco routers that provides the ability to collect IP network traffic. We can distinguish 2 components:

» Flow exporter: aggregates packets into flows and exports flow records (binary format) towards one or more flow
collectors

* Flow collector: responsible for reception, storage and pre-processing of flow data received from a flow exporter

The collected data are then available for analysis purpose (intrusion detection, traffic analysis...) Netflow are sent to
kafka in order to be processed by logisland. In the tutorial we will simulate Netflow traffic using nfgen. this traffic
will be sent to port 2055. The we rely on nifi to listen of that port for incoming netflow (V5) traffic and send them to
a kafka topic. The Netflow processor could thus treat these events and generate corresponding logisland records. The
following processors in the stream can then process the Netflow records generated by this processor.

RunPython

11! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

Module

com.hurence.logisland:logisland-processor-scripting:1.4.1

Class

com.hurence.logisland.processor.scripting.python.RunPython

Tags

scripting, python

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 115: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

script.code.im

pdiss inline mode only. This is the python
code that should hold the import statements
if required.

null

false

false

script.code.ini

t The python code to be called when the pro-
cessor is initialized. This is the python
equivalent of the init method code for a java
processor. This is not mandatory but can
only be used if script.code.process is de-
fined (inline mode).

null

false

false

script.code.pr

ncEhe python code to be called to process
the records. This is the pyhton equiva-
lent of the process method code for a java
processor. For inline mode, this is the
only minimum required configuration prop-
erty. Using this property, you may also
optionally define the script.code.init and
script.code.imports properties.

null

false

false

script.path

The path to the user’s python processor
script. Use this property for file mode. Your
python code must be in a python file with
the following constraints: let’s say your py-
hton script is named MyProcessor.py. Then
MyProcessor.py is a module file that must
contain a class named MyProcessor which
must inherits from the Logisland delivered
class named AbstractProcessor. You can
then define your code in the process method
and in the other traditional methods (init. . .)
as you would do in java in a class inheriting
from the AbstractProcessor java class.

null

false

false

dependencies.

pathe path to the additional dependencies for
the user’s python code, whether using in-
line or file mode. This is optional as your
code may not have additional dependencies.
If you defined script.path (so using file
mode) and if dependencies.path is not de-
fined, Logisland will scan a potential direc-
tory named dependencies in the same direc-
tory where the script file resides and if it ex-
ists, any python code located there will be
loaded as dependency as needed.

null

false

false

logisland.depg

ndbecipathato the directory containing the
python dependencies shipped with logis-
land. You should not have to tune this pa-
rameter.

null

false

false

Extra informations

111! WARNING !!!!
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The RunPython processor is currently an experimental feature : it is delivered as is, with the current set of features and
is subject to modifications in API or anything else in further logisland releases without warnings. There is no tutorial
yet. If you want to play with this processor, use the python-processing.yml example and send the apache logs of the
index apache logs tutorial. The debug stream processor at the end of the stream should output events in stderr file of
the executors from the spark console.

This processor allows to implement and run a processor written in python. This can be done in 2 ways. Either
directly defining the process method code in the script.code.process configuration property or poiting to an external
python module script file in the script.path configuration property. Directly defining methods is called the inline
mode whereas using a script file is called the file mode. Both ways are mutually exclusive. Whether using the inline
of file mode, your python code may depend on some python dependencies. If the set of python dependencies already
delivered with the Logisland framework is not sufficient, you can use the dependencies.path configuration property
to give their location. Currently only the nltk python library is delivered with Logisland.

URLDecoder

Decode one or more field containing an URL with possibly special chars encoded ...

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics. URLDecoder

Tags

record, fields, Decode

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 116: allowable-values

Name Description Allowable Values Default Sensitie
Value

decode.fields| List of fields (URL) to decode null false | false

charset Charset to use to decode the URL UTF-8 false | false

Dynamic Properties

Dynamic Properties allow the user to specify both the name and value of a property.
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Table 117: dynamic-properties

Name Value Description Allowable Values Default EL
Value

fields to de- | a default | Decode one or more fields null false

code value from the record

Extra informations

Decode one or more field containing an URL with possibly special chars encoded.

ParseUserAgent

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

Module

com.hurence.logisland:logisland-processor-useragent:1.4.1

Class

com.hurence.logisland.processor.useragent.ParseUserAgent

Tags

User-Agent, clickstream, DMP

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 118: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

debug

Enable debug.

false

false

false

cache.enabled

Enable caching. Caching to avoid to redo
the same computation for many identical
User-Agent strings.

true

false

false

cache.size

Set the size of the cache.

1000

false

false

useragent.fiel

dMust contain the name of the field that con-
tains the User-Agent value in the incoming
record.

null

false

false

useragent.keef

p Defines if the field that contained the User-
Agent must be kept or not in the resulting
records.

true

false

false

confidence.en

atfedble confidence reporting. Each field will
report a confidence attribute with a value
comprised between 0 and 10000.

false

false

false

ambiguity.enablEdable ambiguity reporting.

Reports a
count of ambiguities.

false

false

false

fields

Defines the fields to be returned.

DeviceClass,
Device-
Name,
Device-
Brand,
DeviceCpu,
Device-
Firmware-
Version,
DeviceV-
ersion,
Operat-
ingSys-
temClass,
Operat-
ingSys-
temName,
Operat-
ingSys-
temVersion,
Operat-
ingSystem-
NameV-
ersion,
Operat-
ingSys-
temVersion-
Build, Lay-
outEngineCla
Lay-
outEngine-
Name, Lay-
outEngin-
eVer-

sion, Lay-

false

5,

false
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Extra informations

The user-agent processor allows to decompose User-Agent value from an HTTP header into several attributes of
interest. There is no standard format for User-Agent strings, hence it is not easily possible to use regexp to handle
them. This processor rely on the YAUAA library to do the heavy work.

IncrementalWebSession

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

Module

com.hurence.logisland:logisland-processor-web-analytics: 1.4.1

Class

com.hurence.logisland.processor.webAnalytics.Incremental WebSession

Tags

analytics, web, session

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 119: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. If enabled, debug informa- false false | false
tion are logged.

es.session.indedNfield of the field in the record defining the null false | false
ES index containing the web session docu-
ments.

es.session.typeName of the ES type of web session docu- null false | false
ments.

es.event.index.prefix of the index containing the web event null false | false
documents.

es.event.type.ndmee of the ES type of web event docu- null false | false
ments.

es.mapping.eydifutee sefsiom itdiexlmaxmntaining the map- null false | false
ping of web session documents.

sessionid.field the name of the field containing the session sessionld false | false
id => will override default value if set

timestamp.fieldthe name of the field containing the times- h2kTimestamp false | false
tamp => will override default value if set

visitedpage.figldhe name of the field containing the visited location false | false
page => will override default value if set

userid.field | the name of the field containing the userld userld false | false
=> will override default value if set

fields.to.return the list of fields to return null false | false

firstVisitedPagethatfiald of the field containing the first vis- firstVisitedPagefalse | false
ited page => will override default value if
set

lastVisitedPage et fratte of the field containing the last vis- lastVisitedPage false | false
ited page => will override default value if
set

isSessionActiyetbanfinld of the field stating whether the ses- is_sessionActjvéalse | false
sion is active or not => will override default
value if set

sessionDuratiortloainfield of the field containing the session sessionDuratiorfalse | false
duration => will override default value if set

sessionlnactivityieuratimnofuthfididld containing the session sessionlnactivitydderatidalse
inactivity duration => will override default
value if set

session.timeouytsession timeout in sec 1800 false | false

eventsCounter.dhefiedche of the field containing the session eventsCounter false | false
duration => will override default value if set

firstEventDate Tileenamndieldthe field containing the date of firstEventDateTfatee | false
the first event => will override default value
if set

lastEventDate[Ttie warnficdfl the field containing the date of lastEventDate[Ttalse | false
the last event => will override default value
if set

newSessionReatha vamtedd the field containing the reason reasonForNewStdson false
why a new session was created => will over-
ride default value if set

transactionlds| otitefieddhe of the field containing all transac- transactionlds| false | false
tionlds => will override default value if set

source_of traffibrefifixor the source of the traffic related source_of traffitalse | false
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Extra informations

This processor creates and updates web-sessions based on incoming web-events. Note that both web-sessions and web-events ar

Firstly, web-events are grouped by their session identifier and processed in chronological order. Then each
web-session associated to each group is retrieved from elasticsearch. In case none exists yet then a new web
session is created based on the first web event. The following fields of the newly created web session are set
based on the associated web event: session identifier, first timestamp, first visited page. Secondly, once created,
or retrieved, the web session is updated by the remaining web-events. Updates have impacts on fields of the
web session such as event counter, last visited page, session duration, ... Before updates are actually applied,
checks are performed to detect rules that would trigger the creation of a new session:

the duration between the web session and the web event must not exceed the specified time-out, the
web session and the web event must have timestamps within the same day (at midnight a new web
session is created), source of traffic (campaign, ...) must be the same on the web session and the
web event.

When a breaking rule is detected, a new web session is created with a new session identifier where as remaining
web-events still have the original session identifier. The new session identifier is the original session suffixed
with the character ‘#’ followed with an incremented counter. This new session identifier is also set on the
remaining web-events. Finally when all web events were applied, all web events -potentially modified with a
new session identifier- are save in elasticsearch. And web sessions are passed to the next processor.

WebSession information are: - first and last visited page - first and last timestamp of processed event - total number
of processed events - the userld - a boolean denoting if the web-session is still active or not - an integer denoting the
duration of the web-sessions - optional fields that may be retrieved from the processed events

SetSourceOfTraffic

Compute the source of traffic of a web session. Users arrive at a website or application through a variety of sources,
including advertising/paying campaigns, search engines, social networks, referring sites or direct access. When
analysing user experience on a webshop, it is crucial to collect, process, and report the campaign and traffic-source
data. To compute the source of traffic of a web session, the user has to provide the utm_* related properties if available
i-e: utm_source.field, utm_medium.field, utm_campaign.field, utm_content.field, utm_term.field) , the referer
(referer.field property) and the first visited page of the session (first.visited.page.field property). By default the
source of traffic information are placed in a flat structure (specified by the source_of_traffic.suffix property with a
default value of source_of_traffic). To work properly the SetSourceOfTraffic processor needs to have access to an
Elasticsearch index containing a list of the most popular search engines and social networks. The ES index (specified
by the es.index property) should be structured such that the _id of an ES document MUST be the name of the domain.
If the domain is a search engine, the related ES doc MUST have a boolean field (default being search_engine) specified
by the property es.search_engine.field with a value set to true. If the domain is a social network , the related ES doc
MUST have a boolean field (default being social_network) specified by the property es.social_network.field with a
value set to true.

Module

com.hurence.logisland:logisland-processor-web-analytics:1.4.1

Class

com.hurence.logisland.processor.webAnalytics.SetSourceOf Traffic
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Tags

session, traffic,

Properties

source, web, analytics

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.

Table 120: allowable-values

domain is a social network.

Name Description Allowable Values Default Sensitie
Value

referer.field | Name of the field containing the referer referer false | false
value in the session

first.visited.pag®Nfaid of the field containing the first visited firstVisitedPagefalse | false
page in the session

utm_source.figliName of the field containing the utm_source utm_source | false | false
value in the session

utm_medium.fidtddme of the field containing the utm_medium | false | false
utm_medium value in the session

utm_campaign.fdthe of the field containing the utm_campaign false | false
utm_campaign value in the session

utm_content.fieMame of the field containing the utm_content | false | false
utm_content value in the session

utm_term.field Name of the field containing the utm_term utm_term false | false
value in the session

source_of_traffiSisffifixfor the source of the traffic related source_of_traffifalse | false
fields

source_of _traffiSHoatdrdidcadditional source of trafic infor- false false | false
mation fields be added under a hierarchical
father field or not.

elasticsearch.clidntisetaice of the Controller Service to use null false | false
for accessing Elasticsearch.

cache.service, Name of the cache service to use. null false | false

cache.validity|tifieoeut validity (in seconds) of an entry in 0 false | false
the cache.

debug If true, an additional debug field is added. false false | false
If the source info fields prefix is X, a de-
bug field named X_from_cache contains a
boolean value to indicate the origin of the
source fields. The default value for this
property is false (debug is disabled).

es.index Name of the ES index containing the list of null false | false
search engines and social network.

es.type Name of the ES type to use. default false | false

es.search_enginbldielelof the ES field used to specify that the search_engine false | false
domain is a search engine.

es.social_netwoNafieldf the ES field used to specify that the social_network false | false
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Extra informations

IpToFgdn

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToFqdn

Tags

dns, ip, fqdn, domain, address, fghn, reverse, resolution, enrich

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 121: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

fqdn.field

The field that will contain the full qualified
domain name corresponding to the ip ad-
dress.

null

false

false

overwrite.fqdn.fittlle field should be overwritten when it al-

ready exists.

false

false

false

cache.service

The name of the cache service to use.

null

false

false

cache.max.tin

1eThe amount of time, in seconds, for which
a cached FQDN value is valid in the cache
service. After this delay, the next new re-
quest to translate the same IP into FQDN
will trigger a new reverse DNS request and
the result will overwrite the entry in the
cache. This allows two things: if the IP was
not resolved into a FQDN, this will get a
chance to obtain a FQDN if the DNS sys-
tem has been updated, if the IP is resolved
into a FQDN, this will allow to be more ac-
curate if the DNS system has been updated.
A value of 0 seconds disables this expira-
tion mechanism. The default value is 84600
seconds, which corresponds to new requests
triggered every day if a record with the same
IP passes every day in the processor.

84600

false

false

resolution.tim|

eolite amount of time, in milliseconds, to wait
at most for the resolution to occur. This
avoids to block the stream for too much
time. Default value is 1000ms. If the delay
expires and no resolution could occur be-
fore, the FQDN field is not created. A spe-
cial value of 0 disables the logisland timeout
and the resolution request may last for many
seconds if the IP cannot be translated into
a FQDN by the underlying operating sys-
tem. In any case, whether the timeout oc-
curs in logisland of in the operating system,
the fact that a timeout occurs is kept in the
cache system so that a resolution request for
the same IP will not occur before the cache
entry expires.

1000

false

false

debug

If true, some additional debug fields are
added. If the FQDN field is named X, a de-
bug field named X_os_resolution_time_ms
contains the resolution time in ms (us-
ing the operating system, not the cache).
This field is added whether the resolu-
tion occurs or time is out. A debug field
named X_os_resolution_timeout contains a
boolean value to indicate if the timeout
occurred. Finally, a debug field named

false

false

false
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Extra informations

Translates an IP address into a FQDN (Fully Qualified Domain Name). An input field from the record has the IP as
value. An new field is created and its value is the FQDN matching the IP address. The resolution mechanism is based
on the underlying operating system. The resolution request may take some time, specially if the IP address cannot be
translated into a FQDN. For these reasons this processor relies on the logisland cache service so that once a resolution
occurs or not, the result is put into the cache. That way, the real request for the same IP is not re-triggered during a
certain period of time, until the cache entry expires. This timeout is configurable but by default a request for the same
IP is not triggered before 24 hours to let the time to the underlying DNS system to be potentially updated.

IpToGeo

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is *X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

Module

com.hurence.logisland:logisland-processor-enrichment:1.4.1

Class

com.hurence.logisland.processor.enrichment.IpToGeo

Tags

geo, enrich, ip

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 122: allowable-values

Name

Description

Allowable Values

Default
Value

Sensi

i

ip.address.fie

IdThe name of the field containing the ip ad-
dress to use.

null

false

false

iptogeo.servig

reThe reference to the IP to Geo service to use.

null

false

false

geo.fields

Comma separated list of geo information
fields to add to the record. Defaults to “*’,
which means to include all available fields.
If a list of fields is specified and the data
is not available, the geo field is not cre-
ated. The geo fields are dependant on the
underlying defined Ip to Geo service. The
currently only supported type of Ip to Geo
service is the Maxmind Ip to Geo service.
This means that the currently supported list
of geo fields is the following:continent: the
identified continent for this IP address. con-
tinent_code: the identified continent code
for this IP address. city: the identified city
for this IP address. latitude: the iden-
tified latitude for this IP address. longi-
tude: the identified longitude for this IP ad-
dress. location: the identified location for
this IP address, defined as Geo-point ex-
pressed as a string with the format: ‘lati-
tude,longitude’. accuracy_radius: the ap-
proximate accuracy radius, in kilometers,
around the latitude and longitude for the
location. time_zone: the identified time
zone for this IP address. subdivision N:
the identified subdivision for this IP ad-
dress. N is a one-up number at the end of
the attribute name, starting with 0. sub-
division_isocode_N: the iso code matching
the identified subdivision_N. country: the
identified country for this IP address. coun-
try_isocode: the iso code for the identified
country for this IP address. postalcode: the
identified postal code for this IP address.
lookup_micros: the number of microsec-
onds that the geo lookup took. The Ip to
Geo service must have the lookup_micros
property enabled in order to have this field
available.

false

false

geo.hierarchig

alShould the additional geo information fields
be added under a hierarchical father field or
not.

true

false

false

geo.hierarchig

alSufffixto use for the field holding geo infor-
mation. If geo.hierarchical is true, then use
this suffix appended to the IP field name to
define the father field name. This may be
used for instance to distinguish between geo
fields with various locales using many Ip to

Geo-—<arii mnmtanecag

_geo

false

false

Geo-servicenstances:

2ggo.ﬂat.sufﬁx

Suffix to use for geo information fields when
they are flat. If geo.hierarchical is false, then
use this suffix appended to the IP field name
but before the geo field name. This may be

_geot‘:ha?téT

fal
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Extra informations

Looks up geolocation information for an IP address. The attribute that contains the IP address to lookup must be
provided in the ip.address.field property. By default, the geo information are put in a hierarchical structure. That is,
if the name of the IP field is ‘X’, then the the geo attributes added by enrichment are added under a father field named
X_geo. “_geo” is the default hierarchical suffix that may be changed with the geo.hierarchical.suffix property. If one
wants to put the geo fields at the same level as the IP field, then the geo.hierarchical property should be set to false
and then the geo attributes are created at the same level as him with the naming pattern X_geo_<geo_field>. “_geo_”
is the default flat suffix but this may be changed with the geo.flat.suffix property. The IpToGeo processor requires
a reference to an Ip to Geo service. This must be defined in the iptogeo.service property. The added geo fields are
dependant on the underlying Ip to Geo service. The geo.fields property must contain the list of geo fields that should
be created if data is available for the IP to resolve. This property defaults to “*” which means to add every available
fields. If one only wants a subset of the fields, one must define a comma separated list of fields as a value for the
geo.fields property. The list of the available geo fields is in the description of the geo.fields property.

ParseNetworkPacket

The ParseNetworkPacket processor is the Loglsland entry point to parse network packets captured either off-the-wire
(stream mode) or in pcap format (batch mode). In batch mode, the processor decodes the bytes of the incoming pcap
record, where a Global header followed by a sequence of [packet header, packet data] pairs are stored. Then, each
incoming pcap event is parsed into n packet records. The fields of packet headers are then extracted and made available
in dedicated record fields. See the Capturing Network packets tutorial for an example of usage of this processor.

Module

com.hurence.logisland:logisland-processor-cyber-security:1.4.1

Class

com.hurence.logisland.processor.networkpacket.ParseNetworkPacket

Tags

PCap, security, IDS, NIDS

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values.
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Table 123: allowable-values

Name Description Allowable Values Default Sensitiel
Value

debug Enable debug. false false | false

flow.mode Flow Mode. Indicate whether packets are | batch, stream null false | false

provided in batch mode (via pcap files) or
in stream mode (without headers). Allowed
values are batch and stream.

Extra informations

No additional information is provided

BulkAddElasticsearch

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor

Module

com.hurence.logisland:logisland-processor-elasticsearch:1.4.1

Class

com.hurence.logisland.processor.elasticsearch.Bulk AddElasticsearch
Tags
elasticsearch

Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered
optional. The table also indicates any default values, and whether a property supports the Expression Language .
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Table 124: allowable-values

Name Description Allowable Values Default Sensitiel
Value

elasticsearch.cliértiseraice of the Controller Service to use null false | false
for accessing Elasticsearch.

default.index| The name of the index to insert into null false | true

default.type | The type of this document (used by Elastic- null false | true
search for indexing and searching)

timebased.indedo we add a date suffix no (no date added | no false | false

to default index),
today (today’s date
added to default
index),  yesterday
(yesterday’s  date
added to default

index)
es.index.field | the name of the event field containing es in- null false | false
dex name => will override index value if set
es.type.field | the name of the event field containing es doc null false | false

type => will override type value if set

Extra informations

Indexes the content of a Record in Elasticsearch using elasticsearch’s bulk processor.

FetchHBaseRow

Fetches a row from an HBase table. The Destination property controls whether the cells are added as flow file attributes,
or the row is written to the flow file content as JSON. This processor may be used to fetch a fixed row on a interval by
specifying the table and row id directly in the processor, or it may be used to dynamically fetch rows by referencing
the table and row id from incoming flow files.

Module

com.hurence.logisland:logisland-processor-hbase:1.4.1

Class

com.hurence.logisland.processor.hbase.FetchHBaseRow

Tags

hbase, scan, fetch, get, enrich
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Properties

In the list below, the names of required properties appear in bold. Any other properties (not in bold) are considered

optional. The table also indicates any default values, and whether a property supports the Expression Language .

Table 125: allowable-values

zer.KryoSerializer

Name Description Allowable Values Default Sensitiel
Value
hbase.client.sefflieenstance of the Controller Service to use null false | false
for accessing HBase.
table.name.fiel@he field containing the name of the HBase null false | true
Table to fetch from.
row.identifier fifht field containing the identifier of the row null false | true
to fetch.